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About this Guide

The Administrator's Guide for Kaspersky Security
Kaspersky Security, formerly Kaspersky Anti-Virus for Windows Servers Enterprise Edition) is
addressed to Kaspersky Security installation and administration experts and technical support

specialists whose organizations use Kaspersky Security.
In this Guide you can find information about configuring and using Kaspersky Security.

This Guide will also help you to learn about sources of information about the application and ways to
receive technical support.

In this section

I T E3 e o110 14 AT o1 ST 13

DOCUMENT CONVENTIONS .. .u it e e e e e e e e e et e e e et e e e e e et e e e s et e e esata e eeeatn e eesrtnnns 17

In this document

The Administrator's Guide for Kaspersky Security contains the following sections:
Sources of information about Kaspersky Security

This section lists the sources of information about the application.

Kaspersky Security

This section describes the functions, components, and distribution kit of Kaspersky Security, and

provides a list of hardware and software requirements of Kaspersky Security.
Application licensing

This section provides information about the main concepts related to licensing of the application.
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Using the Kaspersky Security interface and accessing application features

This section provides information about Kaspersky Security Console and describes how to manage
Kaspersky Security using Kaspersky Security Console installed on the protected server or a different

computer.

About access permissions for Kaspersky Security functions

This section provides information about how to run and stop the service of Kaspersky Security.
Trusted zone

This section provides information about the trusted zone of Kaspersky Security, as well as

instructions on how to add objects to the trusted zone when executing Kaspersky Security tasks.
Managing Kaspersky Security tasks

This section provides information about Kaspersky Security tasks, how to create them, define task

settings, start and stop tasks, and set up schedules for automatic startup and stop of tasks.
Real-Time Protection

This section contains information about the following Real-Time Protection tasks: Real-Time File
Protection, Script Monitoring, KSN Usage. This section also provides instructions on how to

configure Real-Time Protection tasks and manage the security settings of a protected server.
Server Control

This section provides information about Kaspersky Security features for controlling access to

network file resources and controlling applications started on the server.
On-Demand Scan

This section provides information about On-Demand Scan tasks. This section also provides
instructions on how to configure On-Demand Scan tasks and manage the security settings of a

protected server.

About this Guide
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Updating Kaspersky Security databases and application modules

This section provides information about Database Update and Software Modules Update tasks of
Kaspersky Security, Copying Updates and Rollback of Application Database Update of Kaspersky
Security, as well as instructions on how to configure Database Update and Software Modules
Update tasks.

Kaspersky Security storages

This section provides information about backing up of the detected malicious objects before they are

disinfected or removed, and information about quarantining of the probably infected objects.
Event registration. Kaspersky Security logs

This section provides information about working with Kaspersky Security logs: the system audit log,

task logs, and the event log.
Notification settings

This section provides information about ways in which users and administrators of Kaspersky
Security can be notified about application events and the server protection status, as well as

instructions on how to configure notifications.
Hierarchical storage management

This section provides information about how to perform anti-virus scans of files located in

hierarchical storage areas and backup systems.
Managing Kaspersky Security from the command line

This section provides information and instructions on how to manage Kaspersky Security at the

command prompt.
Managing Kaspersky Security from Kaspersky Security Center

This section provides information and instructions on how to manage and configure Kaspersky

Security by means of Kaspersky Security Center Administration Console.

About this Guide
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Kaspersky Security counters

This section provides information about Kaspersky Security counters: System Monitor performance
counters, and SNMP counters and traps.

Contacting Technical Support

This section describes the ways to receive technical support and the conditions on which it is
available.

Glossary

This section contains a list of terms, which are mentioned in the document, as well as their respective

definitions.

AO Kaspersky Lab

This section provides information about AO Kaspersky Lab.

Information about third-party code

This section provides information about third-party code used in the application.

Trademark notices

This section lists trademarks reserved to third-party owners and mentioned in the document.
Index

This section allows you to quickly find required information through the document.

About this Guide
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Document conventions

This document uses the following conventions (see table below).

Table 1. Document conventions
Sample text Description of document convention
Note that... Warnings are highlighted in red and set off in a box. Warnings

contain information about actions that my have undesirable

consequences.

We recommend that you

use...

Notes are set off in a box. Notes contain supplementary and

reference information.

Example:

Examples are given in blocks against a yellow background under

the heading "Example”.

Update means...

The Databases are out of

date event occurs.

The following elements are italicized in the text:
T New terms

1 Names of application statuses and events

Press ENTER.

Press ALT+F4.

Names of keyboard keys appear in bold and are capitalized.

Names of keys that are connected by a + (plus) sign indicate the
use of a key combination. These keys must be pressed

simultaneously.

Click the Enable button.

Names of application interface elements, such as text boxes,

menu items, and buttons, are set off in bold.

3 To configure a task
schedule:

Introductory phrases of instructions are italicized and

accompanied by an arrow.
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Sample text Description of document convention

In the command line, type The following types of text content are set off with a special font:

help 1 Textin the command line

The following message then 1 Text of messages displayed on the screen by the application
appears:
1 Data that must be entered from the keyboard
Specify the date in

dd:mm:yy format.

<User name> Variables are enclosed in angle brackets. Instead of a variable,
the corresponding value should be inserted, omitting the angle

brackets.

About this Guide

18




Sources of information about
Kaspersky Security

This section lists the sources of information about the application.

You can select the most suitable information source, depending on the importance level and urgency
of the issue.

In this section

Sources for independent retrieval of INfFOrMAatioN ..........c.ooveiiiiiiii e 19

Discussing Kaspersky Lab applications on the forum ... 21

Sources for independent retrieval of
Information

You can use the following sources to find information about Kaspersky Security 10 for Windows

Server:
1 Kaspersky Security page on the Kaspersky Lab website
I Kaspersky Security page on the Technical Support website (Knowledge Base)
1 Online help

1 Manuals

If you did not find a solution to your problem, contact Kaspersky Lab Technical Support (see the

section "Contacting Technical Support" on page 422).

An Internet connection is required to use online information sources.

Sources of information about Kaspersky Security
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Kaspersky Security page on the Kaspersky Lab website

On the Kaspersky Security 10 for Windows Server page

(http://www.kaspersky.com/business-security/windows-server-security), you can view general

information about the application, its functions and features.

The Kaspersky Security 10 for Windows Server page contains a link to eStore. There you can
purchase the application or renew your license.

Kaspersky Security page in Knowledge Base
Knowledge Base is a section on the Technical Support website.

The Kaspersky Security 10 for Windows Server page in the Knowledge Base

(http://support.kaspersky.com/ksws10) features articles that provide useful information,

recommendations, and answers to frequently asked questions about how to purchase, install, and

use the application.

Knowledge Base articles can answer questions relating to not only Kaspersky Security 10 for
Windows Server but also to other Kaspersky Lab applications. Knowledge Base articles can also

include Technical Support news.
Kaspersky Security documentation

Kaspersky Security 10 for Windows Server Installation Guide describes how you can perform the

following tasks:
1 Prepare Kaspersky Security for installation, install and activate the application
1 Prepare Kaspersky Security for operation
1 Restore or delete Kaspersky Security

Kaspersky Security 10 for Windows Server Administrator's Guide contains information about

configuring and using Kaspersky Security.

In the Implementation Guide for Network Attached Storage Protection you can find information about

configuring and using Kaspersky Security for Network Attached Storage Protection.

Sources of information about Kaspersky Security
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Discussing Kaspersky Lab applications
on the forum

If your question does not require an immediate answer, you can discuss it with Kaspersky Lab

experts and other users on our forum (http://forum.kaspersky.com).

On this forum you can view existing threads, leave your comments, and create new discussion

threads.

Sources of information about Kaspersky Security

21


http://www.kaspersky.com/

Kaspersky Security

Kaspersky Security 10 for Windows Server (previously Kaspersky Anti-Virus for Windows Servers
Enterprise Edition) protects servers running
network attached storages against viruses and other computer security threats to which servers are
exposed through file exchange. Kaspersky Security is designed for use on local area networks of
medium to large organizations. Kaspersky Security users are corporate network administrators and
specialists responsible for anti-virus protection of the corporate network.

You can install Kaspersky Security on the following servers:
T Terminal servers
1 Print servers
1 Application servers
1 Domain controllers
9 Servers that are protecting network attached storages

1 File servers i these servers are more likely to get infected because they exchange files with

user workstations
Kaspersky Security can be managed in the following ways:

9 Via Kaspersky Security Console installed on the same server as Kaspersky Security or on a

different computer
I Using commands in the command line
1 Via Administration Console of Kaspersky Security Center

The Kaspersky Security Center application can also be used for centralized administration of

multiple servers running Kaspersky Security.

It is possible to review Kaspersky Security performance counters for the "System Monitor"

application, as well as SNMP counters and traps.

Kaspersky Security
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Kaspersky Security components and functions
The application includes the following components:

1 Real-Time Protection

Kaspersky Security scans objects when they are accessed. Kaspersky Security scans the

following objects:

9 Files

1 Scripts

1 Alternate file system threads (NTFS threads)

I Master boot record and boot sectors on the local hard drives and external devices
9 Server Control

Kaspersky Security monitors all attempts to access network file resources, enables
Applications Launch Control, and blocks access to the server for remote computers if they

show malicious or encryption activity.
1 RPC-Network Storage Protection and ICAP-Network Storage Protection

Kaspersky Security installed on a server under a Microsoft Windows operating system
protects network attached storages against viruses and other security threats that infiltrate
the server through exchange of files.

T On-demand scan

Kaspersky Security runs a single scan of the specified area for viruses and other computer

security threats. Kaspersky Security scans server files and RAM and also startup objects.
The following functions are implemented in the application:
I Databases and software modules update

Kaspersky Security downloads updates of application databases and modules from FTP or
HTTP update servers of Kaspersky Lab, Kaspersky Security Center Administration Server, or

other update sources.

Kaspersky Security
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Quarantine

Kaspersky Security quarantines probably infected objects by moving such objects from their
original location to Quarantine. For security purposes, objects are stored in Quarantine in
encrypted form.

Backup

Kaspersky Security stores encrypted copies of objects classified as Infected or Probably

infected in Backup before disinfecting or deleting them.
Administrator and user notifications

You can configure the application to notify the administrator and users who access the
protected server about events in Kaspersky Security operation and the status of Anti-Virus

protection on the server.
Importing and exporting settings

You can export Kaspersky Security settings to an XML configuration file and import settings
into Kaspersky Security from the configuration file. All application settings or only settings for

individual components can be saved to a configuration file.
Applying templates

You can manually configure the security settings of a node in the server file resources tree
and save the values of the configured settings to a template. This template can then be used
to configure the security settings of other nodes in Kaspersky Security protection and scan

tasks.
Writing events to the event log

Kaspersky Security logs information about the settings of application components, the
current status of tasks, events that occurred during their run, events associated with
Kaspersky Security management, and information required for failure diagnostics in the

Kaspersky Security operation.
Hierarchical storage

Kaspersky Security can operate in hierarchical storage management mode (HSM systems).
HSM systems allow data relocation between fast local drives and slow long-term data

storage devices.
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 Trusted zone

You can create a list of exclusions for protection scope or scan scope which Kaspersky
Security applies to On-Demand Scan, Real-Time File Protection, Script Monitoring, and
RPC-Network Storage Protection.

1 Managing permissions

You can configure the rights of managing Kaspersky Security and the rights of managing

Windows services, that are registered by the application, for users and groups of users.

In this section

R AT gV =P 25
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What's new

Kaspersky Security 10 now includes the following components and features:

1 Kaspersky Security Network services integration functionality (implemented in the KSN Usage
task). You can use KSN services to ensure a much faster response to new threats, improve the

performance of certain protection components, and minimize the risk of false positives.

9 Application Control functionality (implemented in the Application Control task). You can use
the configured rules to allow or block the startup of executable files, scripts, and MSI
packages or loading of DLL modules. Applications Launch Control rules can be created
either manually or by the Rule Generator for Applications Launch Control task, as well as by
processing of Applications Launch Control task events in the Kaspersky Security Console or

in the blocked applications report in Kaspersky Security Center.
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Functionality that blocks computer access to shared network folders on a protected server
(implemented in the Untrusted Hosts Blocking task). You can configure the blocking of
remote computers from accessing network file resources. The application blocks access to
network file resources if any malicious activity has been shown by those computers while
running the Real-Time File Protection or Anti-Cryptor tasks.

Functionality that protects shared network folders on a server against encryption
(implemented in the Anti-Cryptor task). You can configure the blocking of untrusted hosts
from accessing network file resources if those hosts show any encrypting activity. On
detecting file encryption activity, the application logs event information in the task log and
blocks the computer from which encryption activity is originating from accessing network file
resources. You can exclude from the protection scope those folders for which data encryption

activity is not malicious.

You can use Kaspersky Security Center to send quarantined objects to Kaspersky Lab for
analysis.

You can configure user rights to manage selected application features from Kaspersky
Security Center.

You can configure user rights to manage the Kaspersky Security Service. You can restrict
access to a service in Kaspersky Security Console and in Administration Console of

Kaspersky Security Center for the selected users or user groups.

Distribution kit

The distribution kit includes the welcome application that lets you do the following:

9 Start the Kaspersky Security Installation Wizard

Start the Kaspersky Security Console Installation Wizard

Start the Installation Wizard that will install a plug-in for managing Kaspersky Security via the

Kaspersky Security Center

Read the Installation Guide, the Administrator's Guide, and the Network Attached Storage

Protection Implementation Guide

Kaspersky Security
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1 Go to Kaspersky Security page on the Kaspersky Lab website

9 Visit the Technical Support website

1 Read information about the current version of Kaspersky Security
Folder\server contains:

9 Files for the installation of Kaspersky Security protection components on a computer running

a 32-bit or 64-bit Microsoft Windows operating system

9 File for the installation of a plug-in for managing Kaspersky Security via the Kaspersky

Security Center
9 Archive file of anti-virus databases current at the time of application release
9 File with the text of the End User License Agreement

The \client folder contains files for the installation of Kaspersky Security Console ("Administration
Tools" set of components).

The \setup folder contains greeting program launch files.

The purpose of each of the files in the Kaspersky Security distribution kit is described in the table

below.
Table 2. Kaspersky Security distribution kit files

File Purpose

\setup\setup.hta Greeting program launch file.

ks4ws_install_guide_en.pdf Installation and Deployment Guide.

ks4ws_netstorage_guide_en.pdf Implementation Guide for Network Attached
Storages.

ks4ws_admin_guide_en.pdf Administrator's Guide.

autorun.inf Autorun file for the Kaspersky Security Installation
Wizard when installing the application from
removable media.

Kaspersky Security
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File

Purpose

server\bases.cab

Archive of anti-virus databases current at the time of

application release.

server\license.txt

Text of the End User License Agreement.

release_notes.txt

The file contains release information.

\server\setup.exe

The file that starts the wizard for installing Kaspersky
Security on the protected server; runs the installer
package file ks4ws.msi with the installation settings

specified in the wizard.

\server\ks4ws_x86(x64).msi

Microsoft Windows Installer package; installs

Kaspersky Security on the protected server.

\server\ks4ws.kpd

File containing description of the Installer package for
remote Kaspersky Security installation via the
Kaspersky Security Center this file has extension
.kpd (Kaspersky Package Definition). This file
contains the name of the installation package,
general information about Kaspersky Security
(version number and release date) and a description
of the return codes of the installer. This file may also
contain command line keys that configure the
installation settings via the Kaspersky Security

Center.

\server\ks4ws.kud

File containing description of the Installer package for
remote Kaspersky Security installation via the
Kaspersky Security Center; this is the Kaspersky
Unicode Definition file. Used by ks4ws.kpd.
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File Purpose

\client\setup.exe The file that starts the setup wizard for the
"Administration tools" set of components (including
Kaspersky Security Console); it starts the
ks4wstools.msi installation package file using the

settings specified in the setup wizard.

client\ks4wstools_x86(x64).msi Microsoft Windows Installer package; installs

Kaspersky Security Console on the computer.

server\klcfginst.exe Installer for plug-in to manage Kaspersky Security via
the Kaspersky Security Center Install the plug-in on
each computer where the Administration Console of
Kaspersky Security Center is installed if you plan to

use it to manage Kaspersky Security.

Distribution Kit files can be run from the Installation CD. If you have copied the distribution
package files onto the local drive beforehand, make sure that the structure of the distribution kit
files has been preserved.

Hardware and software requirements

This section lists the hardware and software requirements of Kaspersky Security.

In this section

Requirements for the server on which Kaspersky Security is deployed ..., 30
Requirements for the protected network attached StOrage .........ccooeveeeviiieiiiiiiii e, 32
Requirements for the computer on which Kaspersky Security Console is installed.................... 33
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Requirements for the server on which
Kaspersky Security is deployed

Before installing Kaspersky Security, you must uninstall other anti-virus applications from the

Server.

You can install Kaspersky Security without uninstalling Kaspersky Anti-Virus 8.0 for Windows

Servers Enterprise Edition.

Hardware requirements for the server
General requirements:
1 x86-64-compatible single-core or multicore systems
9 Disk space requirements:
9 forinstalling all application components: 70 MB
9 for downloading and storing anti-virus databases of the application: 2 GB (recommended)
9 for storing objects in Quarantine and in Backup: 400 MB (recommended)
9 for storing logs: 1 GB (recommended)
Minimum configuration:
9 Processor: 1.4 GHz single-core
1 RAM: 1GB
1 Drive subsystem: 4 GB of free space
Recommended configuration:
1 Processor: 2.4 GHz quad-core
1 RAM:2GB

1 Drive subsystem: 4 GB of free space
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Software requirements for the server

You can install Kaspersky Security on a server under a 32-bit or 64-bit Microsoft Windows operating
system.

For installation and operation of Kaspersky Security, Microsoft Windows Installer 3.1 must be

installed on the server.

You can install Kaspersky Security on a server under one of the following 32-bit Microsoft Windows
operating systems:

I Windows Server 2008 Standard / Enterprise / Datacenter SP1 or later
1 Windows Server 2008 Core Standard / Enterprise / Datacenter SP1 or later

You can install Kaspersky Security on a server under one of the following 64-bit Microsoft Windows

operating systems:
I Windows Server 2008 Standard / Enterprise / Datacenter SP1 or later
I Windows Server 2008 Core Standard / Enterprise / Datacenter SP1 or later
I Windows Server 2008 R2 Standard / Enterprise / Datacenter SP1 or later
I Windows Server 2008 R2 Core Standard / Enterprise / Datacenter SP1 or later
f Windows Hyper-VE Server 2008 R2 SP1 or |l ater
1 Windows Server 2012 Essentials / Standard / Foundation / Datacenter
1 Windows Server 2012 R2 Essentials / Standard / Foundation / Datacenter
1 Windows Hyper-V Server 2012
1 Windows Hyper-V Server 2012 R2
You can install Kaspersky Security on the following terminal servers:
1 Microsoft Remote Desktop Services based on Windows 2008 Server

1 Microsoft Remote Desktop Services based on Windows 2012 Server

Kaspersky Security
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1 Microsoft Remote Desktop Services based on Windows 2012 Server R2
f CitrixE XenAppE 6.0, 6.5, 7.0, 7.5, 7.6

{ CirixXenDesktopE 7.0, 7.1, 7.5, 7.6

Requirements for the protected network
attached storage

Kaspersky Security can be used to protect the following network attached storages:
! Net AppE with one of the following operating sy
f Data ONTAPE 7.x and -hadea ONTAP 8.x in 7
1 Data ONTAP 8.2.1 or higher in cluster-mode
1 EMCE Cel e¥NXaEE wi followingsaftware:
1 EMC DART 6.0.36 or higher
1 Celerra (CAVA) Anti-Virus Agent 4.5.2.3 or higher
f EMC | silonE wiitnhy tshyestceprerCneFSE 7.0 or |l ater
1 Hitachi NAS on one of the following platforms:
1 HNAS 4100
1 HNAS 4080
1 HNAS 4060
T HNAS 4040
1 HNAS 3090
1 HNAS 3080

f I1BME NAS series | BM Sgsstem StorageE N ser.i
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f Oracl eE NAS &syOsatleziRS Stwaga Appliance

1 Dell E NASlIl anfohm Ppel l Compell entE FS8600

Requirements for the computer on which
Kaspersky Security Console is installed

Hardware requirements for the computer
Recommended RAM amount: at least 128 MB.
Free disk space: 30 MB.

Software requirements for the computer

You can install Kaspersky Security Console on a computer running a 32-bit or 64-bit Microsoft

Windows operating system.

The computer should have Microsoft Windows Installer 3.1 in order to support installation and

operation of Kaspersky Security Console.

You can install Kaspersky Security Console on a computer running one of the following 32-bit

Microsoft Windows operating systems:
I Windows Server 2008 Standard / Enterprise / Datacenter SP1 or later
T Microsoft Windows XP Professional with Service Pack 2 or later
f Microsoft Windows VistaE Editions
1 Microsoft Windows 7 Editions
I Microsoft Windows 8
I Microsoft Windows 8 Enterprise / Professional

T Microsoft Windows 8.1

Kaspersky Security
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I Microsoft Windows 8.1 Enterprise / Professional
I Microsoft Windows 10 Enterprise / Professional

You can install Kaspersky Security Console on a computer running one of the following 64-bit

Microsoft Windows operating systems:
I Windows Server 2008 Standard / Enterprise / Datacenter SP1 or later
I Windows Server 2008 R2 Standard / Enterprise / Datacenter SP1 or later
1 Windows Hyper-V Server 2008 R2 SP1 or later
T Windows Server 2012 Essentials / Standard / Foundation / Datacenter
1 Windows Server 2012 R2 Essentials / Standard / Foundation / Datacenter
1 Windows Hyper-V Server 2012
1 Windows Hyper-V Server 2012 R2
1 Microsoft Windows XP Professional Edition SP2 or later
1 Microsoft Windows Vista Editions
1 Microsoft Windows 7 Editions
T Microsoft Windows 8
I Microsoft Windows 8 Enterprise / Professional
T Microsoft Windows 8.1
I Microsoft Windows 8.1 Enterprise / Professional

1 Microsoft Windows 10 Enterprise / Professional
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Application licensing

This section provides information about the main concepts related to licensing of the application.

In this section

About the End User LICENSE AQIEEMENT .....uui i e e e e e e e e e e e e e e e eaes 36
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About the End User License Agreement

The End User License Agreement is a binding agreement between you and AO Kaspersky Lab,

stipulating the terms on which you may use the application.

Carefully review the terms of the End User License Agreement before you start using the

application.

You can review the terms of the End User License Agreement in the following ways:

9 During installation of Kaspersky Security.

1 By reading the file license.txt. This document is included in the application's distribution Kit.

By confirming that you agree with the End User License Agreement when installing the application,
you signify your acceptance of the terms of the End User License Agreement. If you do not accept
the terms of the End User License Agreement, you must abort application installation and must not

use the application.

About license certificates

A license certificate is a document given to you together with a key file or activation code.
The license certificate contains the following information about your license:

1 Order number
Information about the user to whom the license is granted

Information about the application that you can activate with the license

= == =2

Limit on the number of licensed seats (for example, the maximum number of computers on

which the application may be run according to the license)
9 License start date
I Expiration date or validity period of the license

9 License type
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36



About licenses

A license is a time-limited right to use the application, granted to you under the End User License
Agreement.

A valid license entitles you to receive the following services:
I Use of the application in accordance with the terms of the End User License Agreement
1 Technical support

The scope of service and the term of application use depend on the type of license under which the
application has been activated.

The following license types are possible:
1 Adtrial license is a free license intended for trying out the application.

A trial license is valid for a short period. When the trial license expires, Kaspersky Security
ceases to be fully functional. To continue using the application, you must purchase a

commercial license.
You can activate the application under a trial license one time only.
1 A commercial license is a paid license granted upon purchase of the application.

When a commercial license expires, the application continues to run but some of its features
become unavailable (for example, Kaspersky Security databases cannot be updated). To
continue using all the features of Kaspersky Security, you must renew your commercial

license.

To ensure maximum protection of your computer against security threats, we recommend renewing

the license before it expires.
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About subscription

A Kaspersky Security subscription provides the right to use the application within selected
parameters (subscription end date, number of protected devices). A Kaspersky Security subscription
can be registered with the service provider (for example, your ISP). You can extend a subscription
manually or automatically, or cancel it. You can also suspend and then resume a subscription.
Subscription management is available through the service provider; you cannot manage a
subscription independently.

The subscription management options depend on the service provider. The service provider may
offer a grace period for renewing a subscription.

A grace period is a time interval during which application functionality remains unchanged between
the end of a subscription and its renewal.

A subscription can be limited or unlimited.

A limited subscription is a type of purchased license that has a limited license term and is not

automatically renewed.

An unlimited subscription is a type of purchased license that is automatically renewed without your

involvement if payment is made on time, and does not have a fixed expiration date.

The status of a current subscription is displayed in the details pane of the Kaspersky Security node

and is updated automatically every hour. You cannot manually update the status of a subscription.

The set of application components available based on the subscription corresponds to the
application functionality for the Kaspersky Security Basic solution (see the section "About available

Kaspersky Security solutions" on page 40).

Activation codes obtained by subscription cannot be used to activate previous versions of the

application.
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About keys

A key is a sequence of bits with which you can activate and subsequently use the application in
accordance with the terms of the End User License Agreement. A key is generated by
Kaspersky Lab.

You can add a key to the application by applying a key file or entering an activation code. After you
add a key to the application, the key is displayed in the application interface as a unique

alphanumeric sequence.

Your key may be blocked by Kaspersky Lab if the terms of the End User License Agreement are
violated. If your key is blocked, a different key must be added in order for the application to work.

A key may be an "active key" or an "additional key".

An active key is the key that the application currently uses to function. A key for either a trial or
commercial license may be added as the active key. The application can have no more than one

active key.

An additional key is a key that confirms the right to use the application but is not currently in use. An
additional key automatically becomes active when the license associated with the current active key

expires. An additional key may be added only if there is an active key.

A key for a trial license may be added only as an active key. A key for a trial license may not be

added as an additional key.

About key files

A key file is a file with the .key extension that you receive from Kaspersky Lab. Key files are designed

to activate the application by adding a key.

You receive a key file at the email address that you provided when you bought Kaspersky Security or

ordered the trial version of Kaspersky Security.

You do not need to connect to Kaspersky Lab activation servers in order to activate the application

with a key file.
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You can recover a key file if it is accidentally deleted. You may need a key file to register with
Kaspersky CompanyAccount.

To recover a key file, you should perform any of the following actions:

1 Contact Technical Support (http://support.kaspersky.com).

1 Obtain a key file on the Kaspersky Lab website (https://activation.kaspersky.com) based on

your existing activation code.

About the activation code

An activation code is a unique sequence of 20 characters in the Latin alphabet and numerals.
Activation codes are applied to add keys to activate Kaspersky Security. You receive your activation
code at the email address that you provided when you bought Kaspersky Security or ordered the trial

version of Kaspersky Security.

To activate the application with an activation code, Internet access is required to connect to

Kaspersky Lab's activation servers.

If an activation code is lost after activating the application, you can restore the activation code. You
may need an activation code to register, for example, Kaspersky CompanyAccount. To restore an
activation code, you need to contact Kaspersky Lab Technical Support (see section "How to get

Technical Support” on page 422).

About available Kaspersky Security
solutions

Kaspersky Security for Windows Server is part of various solutions for corporate protection. The
available functionality of Kaspersky Security depends on the selected solution. The table below

shows the types of offered solutions and the application functionality available for each solution.
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Table 3.

Kaspersky Security solutions

Protection Functionality of Kaspersky Security for Windows Server
solutions
Basic Network Attached | Applications | Anti- Untrusted
protection | Storage Protection| Launch Cryptor | Hosts
Control Blocking
Kaspersky Yes No No No No
Security Select
Kaspersky Yes No No No No
Security Basic
(by subscription)
Kaspersky Yes No Yes Yes Yes
Security
Advanced
Kaspersky Yes No Yes Yes Yes
Security Total
Kaspersky Yes No Yes Yes Yes
Security for File
Servers
Kaspersky Yes Yes Yes Yes Yes
Security for
Storages

About data provision

By accepting the terms and conditions of the End User License Agreement and the KSN Statement,

you agree to automatically provide Kaspersky Lab with the following information obtained during the

operation of Kaspersky Security on the computer:

9 Information about checksums of processed files (MD5)

9 Information about the application, including the version and application name

9 The unique application installation 1D

Information received is protected by Kaspersky Lab in accordance with the law and the requirements

and applicable regulations of Kaspersky Lab.
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Kaspersky Lab uses information received entirely anonymously and only in the form of general
statistical data. Aggregate statistics are automatically generated from the source information that is
received, and do not contain any personal data or other confidential information. Initial information
received is destroyed as it accumulates (once a year). General statistical data are stored indefinitely.

Application activation methods

You can select one of the following Kaspersky Security activation options:
9 Activation using an activation code;
9 Activation using a key file;

9 Activation via the command line.

In this section

Adding an activation COOE .........uuuiiii et e e e e e e e e e e et e e eeees 42
AdAING @ KEY Il ..ot 43
Activation via the COMMAN lINE ..........iiii et e e e e e 44

Adding an activation code

To activate the application using an activation code, the computer must be connected to the

Internet.

You can activate Kaspersky Security by using an activation code.

When activating the application with this method, Kaspersky Security sends data to the activation

server to verify the entered code:

9 If the activation code verification is successful, the application receives a key file that is

installed automatically.

Application licensing

42



9 If the activation code verification fails, the corresponding notification is displayed. In this case,
you should contact the software vendor from whom you purchased your Kaspersky Security

license.

9 If the number of activations with the activation code is exceeded, the corresponding
notification is displayed. The application activation procedure is interrupted, and the

application suggests that you contact Kaspersky Lab Technical Support.

3 To obtain a key to activate Kaspersky Security using an activation code take the
following steps:

1. Inthe Kaspersky Security Console tree, expand the Licensing node.

2. Inthe details pane of the Licensing node, click the Add activation code link.
3. Enter the activation key in the window that opens.

4. Click OK.

Kaspersky Security sends information about the applied activation code to the activation server.

Adding a key file
You can activate Kaspersky Security by applying a key file.

If an active key has already been added for Kaspersky Security and you add another key as the active

key, the new key replaces the key added previously. The active key installed earlier is removed.

If an additional key has already been added for Kaspersky Security, and you add another additional
key, the new key replaces the key added previously. The additional key installed earlier is removed.

If an active key and an additional key have already been added for Kaspersky Security and you add
a new key as the active key, the new key replaces the active key added previously; the additional key

is not deleted.

3 To activate Kaspersky Security using a key file:

1. Inthe Kaspersky Security Console tree, expand the Licensing node.

2. Inthe details pane of the Licensing node, click the Add key link.
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3. Inthe window that opens, click the Browse button and select a key file with the .key

extension.
4. Click OK.

The selected key file will be applied and the application will be activated.

Activation via the command line

You can activate Kaspersky Security via the command line.
To activate the application, use the following command:

kavshell.exe license /add: <activation code or key number>
To renew a license, use the following command:

kavshell.exe license /ad d: <activation code or key> /r

Viewing information about the current
license

Viewing the license status

Information about the status of the current license or active key is displayed in the details pane of the
Kaspersky Security node of the Kaspersky Security Console. License or key status can take the

following values:
1 Checking the license status i Kaspersky Security is checking the added key file or
activation code applied and waiting for a response about the current license status.

9 Valid license: till <license expiration date> i Kaspersky Security has been activated until

the specified date. The status is highlighted in yellow in the following cases:
1 the license will expire in 14 days and no additional key file has been added;
1 the added key has been black-listed and is about to be blocked.

1 Application not activated i Kaspersky Security is not activated because the key file has not

been added or the activation code has not been applied. The status is highlighted in red.
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9 License has expired i Kaspersky Security is not activated because the license has expired.

The status is highlighted in red.

I End User License Agreement has been violated i Kaspersky Security is not activated
because the terms of the End User License Agreement have been violated (see section

"About the End User License Agreement" on page 36). The status is highlighted in red.

1 Key is blacklisted i the added key file has been blocked and blacklisted by Kaspersky Lab,
for example, if the key file was used by third parties to activate the application illegally. The

status is highlighted in red.

I Subscription suspended i the subscription has been suspended temporarily. The status is
highlighted in red. You can renew subscription at any time.

Viewing license information
You can view general and detailed information about the current license.

3 To view general and detailed information about the license:

1. Inthe Kaspersky Security Console tree, select the Licensing node.

General information about the current license is displayed in the results panel of the

Licensing node (see the table below).

2. Open the context menu of the line containing information about the key whose details you

want to view.
3. Select Properties.

The Properties: <License number> window opens. The General tab displays detailed
information about the current license, and the Advanced tab displays information about the
customer and the contact details of Kaspersky Lab or the retailer where you purchased

Kaspersky Security (see the table below).
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Table 4. General information about the license in the Licensing node
Field Description
Activation Number of activation code. This field is filled in if you activate the application
code using an activation code.
Activation Information about the activation status of the application.
status
Key The number of the key that you used to activate the application.

License type

License type: commercial, subscription.

Expiration Expiry date of the license associated with the key.
date
Activation Activation code status or key status: Active or Additional.

code status or

key status
Table 5. Detailed license information in the Properties <Key number> window
Field Description
General tab
Key The number of the key that you used to activate the application.
Key addition Date when the key was added to the application.
date

License type

License type: commercial, subscription.

Days till Number of days remaining until the expiry of the license associated with the
expiration active key.

Expiration Expiry date of the license associated with the active key. If you activate the
date application under unlimited subscription, the field value is Unlimited. If

Kaspersky Security is unable to determine the license expiry date, the field

value is set to Unknown.
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Field Description

Application Application name for which the key has been added.

Key usage Restriction on key usage (if any).

restriction

Eligible for Information on whether Kaspersky Lab or one of its partners will provide
technical technical support for customers according to the license terms.

support

Additional tab

Information Number and type of current license.
about the
license
Support Contact details of Kaspersky Lab or of its partner providing technical support.
information This field may be empty if technical support is not provided.
Owner Information about the license customer: customer name and name of
information organization for which the current license was acquired.

Information in the Activation status column in the control panel of the Licensing node may have

the following values:
1 Applied i if you have activated the application using an activation code or key.

9 Activation T if you have applied an activation code to activate the subscription but the
activation process has not been finalized yet. The status value changes to Applied after
application activation has been completed and the contents of the details pane of the node

have been refreshed.

9 Activation error i if application activation failed. You can view the cause of unsuccessful

activation in the task log.
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Renewing a license

When the license has 14 days remaining before expiration, Kaspersky Security notifies you about
this: the status Valid license: till <license expiration date> in the details pane of the Kaspersky
Security node is highlighted in yellow.

You can renew the license before it is scheduled to expire. This ensures that your server remains
protected after expiration of the existing license and before you activate the application with a new
license.

3 Torenew a license:

1. Purchase a new activation code or key file.
2. Inthe Kaspersky Security Console tree, expand the Licensing node.
3. Perform one of the following actions in the details pane of the Licensing node:
If you want to renew a license using an additional key:
a. Click the Add key link.

b. Inthe window that opens, click the Browse button and select a new key file with the

.key extension.
If you want to renew a license using an activation code:
c. Click the Add activation code link.

d. Enter the purchased activation code in the window that opens.

An Internet connection is required to apply an activation code.

4. Select the Use as additional key check box.
5. Click OK.

The additional key or activation code is added and automatically applied upon expiration of the

current Kaspersky Security license.
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Activating and renewing a subscription

3 To use Kaspersky Security based on a subscription,

apply the activation code received from your service provider.
After applying the activation code, the active key for using the application by subscription is installed.
You cannot renew the subscription using an additional key or another activation code.
Renewing a limited subscription

To continue using Kaspersky Security after expiry of a limited subscription, the subscription must be
extended by the service provider. During the period after expiration of the subscription before it is
renewed, the application continues to work with limited functionality. All running tasks are executed

except for update tasks; you cannot start new tasks.

Upon expiration of a limited subscription, Kaspersky Security completely terminates its operation

after the application is restarted.

On expiry of a limited subscription, an extension grace period may be provided during which the
application functionality remains the same. The availability and duration of such grace period are at

the discretion of the service provider.
Renewing an unlimited subscription

An unlimited subscription is extended automatically subject to timely prepayment to the service

supplier.

If you use the application under an unlimited subscription, Kaspersky Security automatically checks
the activation server for a renewed key in background mode. If the application finds a renewed key

on the activation server, it adds it by replacing the previous key.
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Deleting a key

You can remove the added key.

If an additional key has been added to Kaspersky Security and you remove the active key, the
additional key automatically becomes the active key.

If you delete an added key, you can restore it only by re-applying the key file.

3 Toremove a key that has been added:

1. Inthe Kaspersky Security Console tree, select the Licensing node.

N

In the details pane of the Licensing node in the table containing information on added keys,
select the key that you want to remove.

3. In the context menu of the line containing information on the selected key, select Remove.

N

. Click the Yes button in the confirmation window to confirm that you want to delete the key.

The selected key will be removed.
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Using the Kaspersky Security
Interface and accessing application
features

This section describes the primary elements of the application interface.

In this section

Managing Kaspersky SECUNTY KEYS ... ..o 51

Viewing protection status and Kaspersky Security information .....................eeeeeeeieiiiiiiiiniinn. 75

Managing Kaspersky Security Console

This section provides information about Kaspersky Security Console and describes how to manage
Kaspersky Security using Kaspersky Security Console installed on the protected server or a different

computer.

In this section

About Kaspersky SeCUrity CONSOIE ........oouuiiiiiii e 52
Kaspersky Security CONSO0IE INEITACE ........iii i e 53
Starting Kaspersky Security Console from the Start MenU ...........c..oooeiiiiiii e, 58
Kaspersky Security settings in the CONSOI...........oouiiiiiiie e 59
Allowing network connections for Kaspersky Security CONSOIe ..........cooiiiiiiiiiiiiieeeiiiee e 69
Managing Kaspersky Security via Kaspersky Security Console on another computer............... 71
Kaspersky Security Taskbar Icon in the taskbar notification area............ccccceeeiiieiiiiiiiiine e, 72
Starting and stopping Kaspersky SECUILY SEIVICE .......ccoiiiiiiiiiiiieeeiieeiiea e e e 74
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About Kaspersky Security Console

Kaspersky Security Console is an isolated snap-in added to the Microsoft Management Console.

Kaspersky Security can be managed via the Kaspersky Security Console installed on the protected
server or on another computer on the corporate network. After Kaspersky Security console has been
installed on another computer, advanced configuration must be run (see section "Managing

Kaspersky Security via Kaspersky Security Console on another computer” on page 71).

If Kaspersky Security Console and Kaspersky Security are installed on different computers
assigned to different domains, limitations may be imposed on delivery of information from
Kaspersky Security to Kaspersky Security Console. For example, after a Kaspersky Security

task starts, its status may remain unchanged in the Console.

During installation of Kaspersky Security Console the installer creates the kavfs.msc file in the
Installation folder and adds Kaspersky Security snap-in to the list of isolated Microsoft Windows

shap-ins.

You can start Kaspersky Security Console from the Start menu. You can also open Kaspersky
Security Console on the protected server using the Kaspersky Security Taskbar Icon (see section
"Kaspersky Security Taskbar Icon in the taskbar notification area" on page 72) in the taskbar

notification area.

The Kaspersky Security snap-in msc-file can be run or the Kaspersky Security snap-in can be added
to the existing Microsoft Management Console as a new element in the tree (see section "Kaspersky

Security Console window interface" on page 53).

Under a 64-bit version of Microsoft Windows, the Kaspersky Security snap-in can be added only in
the 32-bit version of Microsoft Management Console (MMC32). To do so, open Microsoft

Management Console from the command line by executing the command: mmc.exe /32.

Multiple Kaspersky Security snap-ins can be added to a single copy of Microsoft Management
Console opened in the authorizing mode, in order to use it to administer the protection of multiple

servers on which Kaspersky Security is installed.
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Kaspersky Security Console interface

Kaspersky Security Console is displayed in the Microsoft Management Console tree in the form of a

node with the name Kaspersky Security.

After a connection has been established to Kaspersky Security installed on a different computer, the

name of the node is supplemented with the name of the computer on which Kaspersky Security is

installed and the name of the user account under which the connection has been established:

Kaspersky Security <computer name> as <account name>. Upon connection to Kaspersky

Security installed on the same computer with the Console, the node name is Kaspersky Security.

By default, the Kaspersky Security Console window includes the following elements:

= == =4 =2

Console tree
Details pane
Quick access bar

Toolbar

You can also enable the display of the description area and the action panel in the Kaspersky

Security Console window.

o

File Action View Window Help -[=]=
“«sH > =
Kaspersky Security
b () Real-Time Protection Kaspersky Security 10 for Windows Server 10.0.0.469 IKASPERSICY 2
4 [5] sewver Control
The application is managed by Kaspersky Security Center: localhost
(5 Untrusted Hosts Blocking or =oe oy Raspersy v
2. Anti-Crypt }
- vpter Protection Control
(@ Applications Launch Control
‘%, Rule Generator for Applications Launch Control
b B Network Attached Storage Protection Real-Time File Protection: Running Untrusted Hosts Blocking: Running
v Q, On-Demand Scan Detected: 0 Untrusted hosts on the list: 0
p () Update
b B storages Script Monitoring: Running Applications Launch Control: Failed
4 [ Logs Dangerous scripts detected: ) Operation mode: Statistics Only
[] System audit log KN Usage: Running Applications launches denied: o
[ Tasklogs Untrusted condlusions: 0 Average processing time (ms): ]
i Licensing
Critical Aress Scan —— Running
Last scan dates 19.02.2016 5:51:40 Malicious encrypting attempts detected: 0
Quarantined obiects: 0
Space used: 1}
Backed up objects: 0
Space used: 1}
Update Network Attached Storage Protection
. Application database is up to date
Database status: RPC-etwork Storage Protection Never performed
Database release date: 11.02.2016 13:25:00 (UTE) Detected: o
Number of database records: 7155566
1CAP-Network Storage Protection Never performed
Status of the |atest completed
Database Update task: Completed Detected: 0
Number of module updates avaiable: Connection to EMC Celerra / VIiX: g\g,d,a JVNK Anti-Virus Agent not
un
Number of madule updates installed: 0
Expiration date: 08.09.2016 Application properties Connect to another computer
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Console tree

The Console tree displays the Kaspersky Security node and the subnodes of functional components
of the application.

The Kaspersky Security nodes includes the following subnodes:

I Real-Time Protection: manages Real-Time File Protection, Script Monitoring, and KSN

services. There is a separate node for each functional area:

 Real-Time File Protection

1 Script Monitoring

1 KSN Usage

9 Server Control: controls access to network file resources from remote computers and

launches of applications. There is a separate node for each functional area:

1 Untrusted Hosts Blocking

1 Anti-Cryptor

1 Applications Launch Control

1 Rule Generator for Applications Launch Control

1 Rule generation group tasks <Task names> (if any)

1 Network Attached Storage Protection: manages protection of network attached storages.

1 RPC-Network Storage Protection

1 ICAP-Network Storage Protection

1 On-Demand Scan: manages On-Demand Scan tasks. There is a separate node for each

system task:

I Scan at Operating System Startup

9 Critical Areas Scan
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9 Quarantine Scan

1 Application Integrity Control

1 Custom tasks <Task names> (if any)

A separate control element is created for each custom On-Demand Scan task and for each
On-Demand Scan group task created and sent to the server by Kaspersky Security Center

Administration Console.

Update: manages updates for Kaspersky Security databases and modules and copies the
update to a local update source folder. The node contains subnodes for administering each

system update task and last Rollback of Application Database Update task:

1 Database Update

1 Software Modules Update

=

Copying Updates

1 Rollback of Application Database Update

A separate node is created for each task created and sent to the server by Kaspersky

Security Center Administration Console.

Storages: management of Quarantine and Backup settings:

I Quarantine

1 Backup

Logs: manages logs of Real-Time Protection, Network Attached Storage Protection,
On-Demand Scan, Server Control, and Update tasks; manages the Kaspersky Security

System audit log. There is a separate control element for each component:

1 System audit log

9 Tasklogs

9 Licensing: add or delete Kaspersky Security keys and activation codes, view license details.
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Details pane

The results pane displays information about the selected node. If the Kaspersky Security node is

selected, the details pane displays information about the current protection status of the server,

information about Kaspersky Security, the status of its functional components, as well as license

status or key status.

Context menu of the Kaspersky Security node

You can use the items of the context menu of the Kaspersky Security node to perform the following

operations:

Connect to another computer. Connect to another server to manage Kaspersky Security
installed on it. You can also perform this operation by clicking the link in the lower right corner

of the details pane of the Kaspersky Security node.

Start Kaspersky Security / Stop Kaspersky Security (Start / Stop). Start or stop
Kaspersky Security or a selected task (see section "Start / pause / resume / stop task
manually" on page 103). To carry out these operations, you can also use the buttons on the

toolbar. You can also perform these operations in context menus of application tasks.

Configure trusted zone settings. View and configure trusted zone settings (see section

"About Kaspersky Security trusted zone" on page 92).

Modify user rights of application management. View and configure permissions to access
Kaspersky Security functions (see section "About permissions to manage Kaspersky

Security" on page 83).

Modify user rights of Kaspersky Security Service management. View and configure
permissions to manage Kaspersky Security Service (see section "About access permissions

to manage Kaspersky Security Service" on page 85).

Configure notifications. View and configure settings of notifications sent to the
administrator and users of Kaspersky Security (see section "Configuring administrator and

user notifications" on page 287).

Hierarchical storage. View and configure settings of the hierarchical storage of Kaspersky

Security (see section "About hierarchical storage" on page 291).
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Export settings. Save the application settings in a configuration file in XML format (see
section "Exporting settings" on page 110). You can also perform this operations in context
menus of application tasks.

Import settings. Import application settings from a configuration file in XML format (see
section "Importing settings" on page 111). You can also perform this operations in context

menus of application tasks.
About the application. View information about Kaspersky Security.

New window. Open a new window in Kaspersky Security Console. You can also perform this

operations in context menus of application tasks.

Refresh. Refresh the contents of the Kaspersky Security Console window. You can also

perform this operations in context menus of application tasks.

Properties. View and configure settings of Kaspersky Security or a selected task. You can

also perform this operations in context menus of application tasks.

To do so, you can also use the Application properties link in the details pane of the

Kaspersky Security node or use the button on the toolbar.

Help. View information Kaspersky Security Help. You can also perform this operations in

context menus of application tasks.

Quick access bar and context menu of Kaspersky Security tasks

You can manage Kaspersky Security tasks using the items of context menus of each task in the

Console tree and also do so using the quick access bar located to the right of the details pane of the

selected task.

Using links on the quick access bar and context menu items of the selected task, you can perform

the following operations:

1 Resume /Pause. Resume or pause task execution (see section "Start / pause/ resume/ stop

task manually” on page 103). To carry out these operations, you can also use the buttons on
the toolbar. This operation is available for Real-Time File Protection and On-Demand Scan

tasks.
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Add task. Create new custom task (see section "Creating an On-Demand Scan task" on

page 227). This operation is available for On-demand scan tasks.

Open log. View and manage a task log (see section "About task logs" on page 278). This

operation is available for all tasks.

Save task. Save and apply modified task settings (see section "Saving task after changing its
settings" on page 102). This operation is available for Real-Time File Protection tasks,

RPC-Network Storage Protection tasks, On-Demand Scan tasks.

Remove task. Delete custom task (see section "Deleting a task" on page 230). This

operation is available for On-demand scan tasks.

Statistics. View task statistics. This operation is available for the Application Integrity Control

task.

Settings templates. Manage templates. This operation is available for Real-Time File

Protection, RPC-Network Storage Protection, and On-Demand Scan tasks.

Starting Kaspersky Security Console from
the Start menu

The names of settings may vary under different Windows operating systems.

Make sure that Kaspersky Security Console is installed on the computer.

3 To start Kaspersky Security Console from the Start menu take the following steps:

in the Start menu, select Programs Y Kaspersky Security 10 for Windows Server Y

Administration Tools Y Kaspersky Security Console.
To add other snap-ins to Kaspersky Security Console, start the Console in author mode.

3 To start Kaspersky Security Console in author mode take the following steps:

1. Inthe Start menu, select Programs Y Kaspersky Security 10 for Windows Server Y

Administration Tools.
2. Inthe context menu of Kaspersky Security Console, select the Author command.

Kaspersky Security Console is started in author mode.

Using the Kaspersky Security interface and accessing application features

58



If Kaspersky Security Console has been started on the protected server, the Console window opens

(see section "Kaspersky Security Console window interface" on page 53).

If you have started Kaspersky Security Console not on a protected server but on a different

computer, connect to the protected server.

3 To connect to a protected server:

1. Inthe console tree, open the context menu of the Kaspersky Security node.
2. Select the Connect to another computer command.
The Select computer window opens.
3. Select Another computer in the window that opens.
4. Specify the network name of the protected server in the entry field on the right.

5. Click OK.
Kaspersky Security Console is connected to the protected server.

If the account that you are using to log in to Microsoft Windows does not have sufficient permissions
to access the Kaspersky Security management service on the server, select the Connect as user
check box and specify a different user account that has such permissions (see section "About

permissions to access Kaspersky Security Management" on page 88).

Kaspersky Security settings in the Console

General settings and malfunction diagnostics settings of Kaspersky Security settings establish the
general conditions on which the application operates. These settings allow you to control the number
of working processes used by Kaspersky Security, enable Kaspersky Security task recovery after an
abnormal termination, maintain the tracking log, enable creating dump file of Kaspersky Security

processes in case of an abnormal termination, and configure other general settings.

In this section

Configuring Kaspersky Security settings in the Console..........cooo oo 60
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Configuring Kaspersky Security settings in
the Console

3 To configure Kaspersky Security settings:

1. Inthe Kaspersky Security Console tree, select the Kaspersky Security node and do one of

the following:

1 Click the Application properties link in the details pane of the node.
9 Select Properties in the context menu of the node.

The Application settings window opens.

2. Inthe window that opens, configure general Kaspersky Security settings according to your

preferences:
1 The following settings can be configured on the General tab:
In the Scalability settings section:

I maximum number of working processes that Kaspersky Security can run;

Table 6. Maximum number of active processes

Setting Maximum number of active processes.

Description | This setting belongs to the Scalability settings group in Kaspersky Security.
It sets the maximum number of active processes that Kaspersky Security can run

simultaneously.

Increasing the number of processes running in parallel increases the speed of file
scanning and improves the fail-safety of Kaspersky Security. However, if the
value of this setting is too high, it may reduce the general server performance and

increase RAM usage.

In the Administration Console of the Kaspersky Security Center application you
can change the Maximum number of active processes setting only for
Kaspersky Security installed on a stand-alone server (using the Application
settings dialog box); however, you cannot modify this setting in the policy settings

for group of servers.
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Possible 17 8
values
Default Kaspersky Security handles scalability automatically depending on the number of
value processors on the server:

Number of Maximum number of

processors active processes

1 1

1< number of 2

processors < 4

4 or more 4

9 fixed number of processes for Real-Time Protection tasks;
Table 7. Number of processes for Real-Time Protection
Setting Number of processes for Real-Time Protection

Description This setting belongs to the Scalability settings group in Kaspersky Security.

Using this setting you can specify the fixed number of processes in which

Kaspersky Security will execute Real-Time Protection tasks.

A higher value of this setting will increase the scan speed in the Real-Time
Protection tasks. However, the more processes Kaspersky Security uses, the
greater its influence will be on the general performance of the protected server

and usage of RAM resources.

In the Administration Console of the Kaspersky Security Center application you
can change the Number of processes for Real-Time Protection setting only
for Kaspersky Security installed on a stand-alone server (using the

Application settings window); however, you cannot modify this setting in the

policy settings for group of servers.
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Possible

values

Possible values: 1-N where N is the value specified using the Maximum

number of active processes setting.

If you set the value of the Number of processes for Real-Time Protection
setting as equal to the maximum number of active processes, you will reduce
the impact of Kaspersky Security on the rate of the file exchange between the
computers and the server, thus further improving its performance during
Real-Time Protection. However, update tasks and On-Demand Scan tasks
with the Medium (Normal) basic priority will be executed in Kaspersky
Security processes which are already running. On-Demand Scan tasks will be
executed with less speed. If the execution of a task causes an abnormal

termination of a process, it will take more time to restart it.

On-Demand Scan tasks with the Low basic priority are always executed in a

separate process or processes.

Default value

Kaspersky Security handles scalability automatically depending on the number

of processors on the server:

Number of Number of processes

processors for Real-Time
Protection

=1 1

>1 2

1 number of working processes for background on-demand scan tasks;
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Table 8. Number of processes for background On-Demand Scan tasks

Setting

Number of processes for background On-Demand Scan tasks.

Description

This setting belongs to the Scalability settings group in Kaspersky Security.

You can use this setting to specify the maximum number of processes which
Kaspersky Security will use to run On-Demand Scan tasks in the background

mode.

The number of processes specified by this setting is not included in the total
number of Kaspersky Security processes specified by the Maximum number of

active processes setting.
For example, of you specify the following values of settings:
1 Maximum number of active processes i 3;
1 Number of processes for Real-Time Protection tasks i 3;
1 Number of processes for background On-Demand Scan tasks i 1;

and then start Real-Time Protection tasks and one On-Demand Scan task in
background mode, the total number of kavfswp.exe processes of Kaspersky

Security will be 4.
Several On-Demand Scan tasks can be running in one process with low priority.

You can increase the number of processes, for example, if you run several tasks
in background mode in order to allocate a separate process for each task.
Allocating separate processes for tasks increases the reliability and speed of task

execution.

Possible

values

1-4

Default

value

In the Reliability settings section:

1

the number of attempts to recover an On-Demand Scan task after it crashed.
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Table 9. Task recovery

Setting Task recovery ( Perform task recovery )

Description | This setting belongs to the Reliability settings group in Kaspersky Security. It
enables recovery of tasks in case of their emergency termination and defines the

number of attempts used to recover On-Demand Scan tasks.

When a task crashes, the kavfs.exe process of Kaspersky Security attempts to

restart the process in which that task was running at the time of the crash.

If task recovery is disabled, Kaspersky Security does not restore the Real-Time

Protection and On-Demand Scan tasks.

If task recovery is enabled, Kaspersky Security attempts to restore the Real-Time
Protection tasks until they are started successfully and tries to restore

On-Demand Scan tasks using the number of attempts specified in the setting.

Possible Enabled / disabled.

velnes The number of On-Demand Scan tasks recovery attempts: 1 - 10.

Default Task recovery is enabled. The number of On-Demand Scan tasks recovery

value attempts: 2.

1 The following settings can be configured on the Advanced tab:

In the Interaction with user section:

1 Kaspersky Security Taskbar Icon displaying in the taskbar notification area (see
section "Kaspersky Security Taskbar Icon in the taskbar notification area" on page 72)

on each application launch.
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In the section Actions when switching to UPS backup power:

1 Kaspersky Security operations when running on UPS power;

Table 10. Use of uninterruptible power supply

Setting Actions when switching to UPS backup power.

Description | This setting determines the actions that Kaspersky Security performs when the
server switches to an uninterruptible power supply source.

Possible Run or do not run On-Demand Scan tasks to be started according to schedule.

velnes Perform or stop all active On-Demand Scan tasks.

Default By default, if uninterruptible power supply is used to power the server, Kaspersky
value Security:

1 does not run On-Demand Scan tasks that run according to schedule;

1 automatically stops all active On-Demand Scan tasks.

In the Event generation thresholds section:

1 Specify the number of days after which the events Application database is out of date,
Application database is extremely out of date and Critical Areas Scan has not been

performed for a long time will occur.

Table 11. Event generation thresholds

Setting Event generation thresholds.

Description | You can specify thresholds for generation of the following three event types:

1 Application database is out of date and Application database is extremely out of
date. This event occurs if Kaspersky Security database has not been updated
during the period (in days) specified by the setting since the release date of the
most recently installed database updates. You can configure administrator
notifications about this event.

1 Critical Areas Scan has not been performed for a long time. This event occurs if
none of the tasks marked with the Consider task as Critical Areas Scan check
box are performed during the specified number of days (see section "Assigning
the Critical Areas Scan task status to an On-Demand Scan task" on
page 391).
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Possible Number of days from 1 to 365.
values

Default Application databases are obsolete i 7 days;

sl Application databases are extremely out of date I 14 days;

Critical Areas Scan has not been performed for a long time 1 30 days.

In the Licensing block:

1 Specifying Kaspersky Security Center as a proxy-server for application activation.
1 Onthe Connection settings tab:

In the Proxy server settings block:

Enabling and disabling the use of a proxy server
Automatic detection of proxy server settings

Using the specified proxy server settings

== =2 =4 =2

Using proxy server for local addresses
In the Proxy server authentication settings:
I Type of authentication and required details for authentication on the proxy server.
I On the Malfunction diagnosis tab:
91 If you want the application to write debug information to file, select the Write debug

information to trace file check box.

91 Inthe field below specify the folder in which Kaspersky Security will save trace

files.
1 Configure the level of detail of debug information.

This drop-down list lets you select the level of detail of debug information that

Kaspersky Security saves to the trace file.
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You can select one of the following detail levels:

9 Critical events i Kaspersky Security saves information only about

critical events to the trace file.

9 Errors i Kaspersky Security saves information about critical events and

errors to the trace file.

1 Important events i Kaspersky Security saves information about critical

events, errors, and important events to the trace file.

1 Informational events i Kaspersky Security saves information about
critical events, errors, important events, and informational events to the

trace file.

1 All debug information i Kaspersky Security saves all debug

information to the trace file.

A Technical Support representative determines the detail level that needs to
be set in order to resolve the issue that arose.

The default level of detail is set to All debug information.

The drop-down list is available if the Write debug information to trace file

check box is selected.
1 Specify the maximum size of trace files.
1 Specify the components to be debugged.

A list of codes of Kaspersky Security components for which application saves
debug information in the trace file. Component codes must be separated with

a semicolon. The codes are case sensitive (see table below).

Table 12. Codes of Kaspersky Security components

Component | Name of component

Code

* All components.

gui User interface subsystem, Kaspersky Security snap-in in MMC.

ak_conn Subsystem for integrating Network Agent and Kaspersky Security Center.
bl Control process, implements Kaspersky Security control tasks.
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Component | Name of component

Code

wp Work process, handles anti-virus protection tasks

blgate Kaspersky Security remote management process

ods On-Demand Scan subsystem

oas Real-Time File Protection subsystem

netapp Network Attached Storage Protection subsystem

gb Quarantine and Backup subsystem

scandll Auxiliary module for anti-virus scans

core Subsystem for basic anti-virus functionality

avscan Anti-virus processing subsystem

avserv Subsystem for controlling the anti-virus kernel

prague Subsystem for basic functionality

SCSrv Subsystem for dispatching prompts regarding script interception
script Script interceptor

updater Subsystem for updating databases and application modules
snmp SNMP protocol support subsystem

perfcount Performance counter subsystem

The trace settings of the Kaspersky Security snap-in (gui) and the Kaspersky
Security plug-in for Kaspersky Security Center (ak_conn) are applied after
these components are restarted. The trace settings of the SNMP protocol
support subsystem (snmp) are applied after the SNMP service is restarted.
The trace settings of the performance counters subsystem (perfcount) are
applied after all processes that use performance counters are restarted. Trace
settings for other Kaspersky Security subsystems are applied as soon as the

crash diagnostics settings are saved.
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By default, Kaspersky Security logs debug information for all Kaspersky
Security components.

The entry field is available if the Write debug information to trace file

check box is selected.

9 If you want the application to create a dump file, select the Create dump file

check box.

1 Inthe field below specify the folder in which Kaspersky Security will save

the memory dump file.

Kaspersky Security writes information to trace files and the memory dump file in
unencrypted form.

3. Click OK.

Kaspersky Security settings are saved.

Allowing network connections
for Kaspersky Security Console

The names of settings may vary under different Windows operating systems.

Kaspersky Security Console on the remote computer uses DCOM protocol to receive information
about Kaspersky Security events (such as objects scanned, tasks completed, etc.) from the Kaspersky
Security management service on the protected server. You need to allow network connections for
Kaspersky Security Console in the Windows firewall settings in order to establish connections between

Kaspersky Security Console and the Kaspersky Security management service.
Do the following:

I Make sure that anonymous remote access to COM applications is allowed (but not remote

launch and activation of COM applications).

1 Inthe Windows firewall open TCP port 135 and allow network connections for the executable

file of the Kaspersky Security remote management process, kavfsrcn.exe.
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The client computer on which Kaspersky Security Console is installed uses port TCP 135 to
access the protected server and to receive a server response.

If Kaspersky Security Console was opened while you were configuring the connection between

the protected server and the computer on which Kaspersky Security Console is installed, close

Kaspersky Security Console, wait for the Kaspersky Security remote management process

kavfsrcn.exe to end, and restart the Console. The new connection settings will be applied.

3 To allow anonymous remote access to COM applications, take the following steps:

1.

On the computer with Kaspersky Security Console, open the Component Services console:
select Start Y Run, type dcomenfg, and click OK.

Expand the Computers node in the Component Services console on your computer, open
the context menu on the My Computer node and select Properties item from the context

menu.

On the COM Security tab of the Properties window, click the Edit limits button in the

Access permissions group of settings.

Make sure that the Allow Remote Access check box is selected for the ANONYMOUS

LOGON user in the Access Permission window.

Click OK.

Anonymous remote access to COM applications is allowed.

To open TCP port 135 in the Windows firewall and to allow network connections for the
Kaspersky Security remote management process executable file:

1.

2.

Close Kaspersky Security Console on the remote computer.
Perform one of the following steps:
1 In Microsoft Windows XP or Microsoft Windows Vista:

a. In Microsoft Windows XP SP2 or later, select Start Y Windows firewall.

In Microsoft Windows Vista, select Start Y Control Panel Y Windows Firewall.

b. Inthe Windows Firewall window, select the Change settings item.
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c. In Windows Firewall window (or Windows Firewall settings) click the
Add port button on the Exclusions tab.

d. Inthe Name field specify the port name RPC (TCP/135) or enter another
name, for example Kaspersky Security DCOM.

e. Inthe Port number field, enter the port number: 135.

f. Select TCP protocol.

g. Click OK.

h. Press the Add Program button on the Exclusions tab.

I In Microsoft Windows 7:

a. Select Start Y Control Panel Y Windows Firewall.

b. In the Windows Firewall window, select Allow a program or feature
through Windows firewall.

c. Inthe Allow programs to communicate through Windows Firewall
window click the Allow another program... button.

. Specify kavfsgt.exe file in the Add Program window. This is located in the folder specified as

a destination folder during the installation of Kaspersky Security Console using MMC.

. Click OK.

. Click the OK button in the Windows firewall (Windows firewall settings) window.
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Managing Kaspersky Security via
Kaspersky Security Console on another
computer

You can manage Kaspersky Security via the Console installed on a remote computer.
To manage the application using Kaspersky Security Console on a remote computer, make sure that:

I Kaspersky Security Console users on the remote computer are added to the KAVWSEE

Administrators group on the protected server.

1 Network connections are allowed for the kavfsgt.exe process of Kaspersky Security
Management Service if Windows Firewall is enabled on the protected server (see section
"Enabling network connections for Kaspersky Security Management Service" on page 91).

Windows firewall is enabled by default in all Windows server-based operating systems

starting from Windows Server 2008.

9 During installation of Kaspersky Security, the Allow remote access check box was selected

in the Installation Wizard window.

Kaspersky Security Taskbar Icon
In the taskbar notification area

Every time Kaspersky Security automatically starts after a server reboot, the Kaspersky Security
Taskbar Icon is displayed in the taskbar notification area M. It is displayed by default if the

Kaspersky Security Taskbar lcon component was installed during application setup.

The appearance of the Kaspersky Security Taskbar Icon reflects the current status of server

protection. The Kaspersky Security Taskbar Icon may have one of the two statuses:

4 active (colored icon) if at least one of the tasks is currently running: Real-Time File Protection,

Script Monitoring, Applications Launch Control;

M inactive (black-and-white icon) if none of the tasks are currently running: Real-Time File

Protection, Script Monitoring, Applications Launch Control.
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You can open the context menu of the Kaspersky Security Taskbar Icon M by right-clicking it.

The context menu offers several commands which can be used to display application windows (see
the table below).

Table 13. Context menu commands displayed in the Kaspersky Security tray icon

Command Description

Open Kaspersky Opens Kaspersky Security Console (if installed).

Security Console

About the application Opens the About the application window containing information
about Kaspersky Security.

For registered Kaspersky Security users, the About the application
window contains information about urgent updates that have been

installed.

Hide Hides the Kaspersky Security Taskbar Icon in the taskbar notification

area.

You can display the hidden Kaspersky Security Taskbar Icon again at any time.

3 To display the application icon again,

in the Start menu of Microsoft Windows select Programs Y Kaspersky Security 10 for

Windows Server Y Kaspersky Security Taskbar Icon.

The names of settings may vary under different Windows operating systems.

In the general settings of Kaspersky Security, you can enable or disable the display of the Kaspersky

Security Taskbar Icon every time the application starts automatically following a server reboot.
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Starting and stopping Kaspersky Security
service

By default, Kaspersky Security Service starts automatically at the startup of the operating system.
Kaspersky Security Service manages working processes in which Real-Time Protection, Server

Control, Network Attached Storage Protection, On-Demand Scan and update tasks are executed.

By default when Kaspersky Security Service is started, the Real-Time File Protection, Script
Monitoring (if installed), Scan at Operating System Startup, and Application Integrity Control tasks
are started, as well as other tasks that are scheduled to start At application launch.

If the Kaspersky Security Service is stopped, all running tasks are stopped. After you restart
Kaspersky Security Service, the application automatically starts only those tasks whose schedule
has the launch frequency set to At application launch, while the other tasks have to be started

manually.

You can start and stop Kaspersky Security Service using the context menu of the Kaspersky

Security node or using the Microsoft Windows Services snap-in.

You can start and stop Kaspersky Security if you are a member of the Administrators group on

the protected server.

3 To stop or start Kaspersky Security using the Management Console take the following
steps:

1. Inthe console tree, open the context menu of the Kaspersky Security node.
2. Select one of the following items:

I Stop Kaspersky Security to stop Kaspersky Security Service;

i Start Kaspersky Security to start Kaspersky Security Service.

The Kaspersky Security Service is started or stopped.
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Viewing protection status and
Kaspersky Security information

3 To view information about the server protection status, the protected network attached
storages, and Kaspersky Security,

select the Kaspersky Security node in the console tree.

By default, information in the details pane of Kaspersky Security Console is refreshed automatically:
9 every 10 seconds in case of a local connection
9 every 15 seconds in case of a remote connection

You can refresh information manually.

3 To refresh information in the Kaspersky Security node manually,

select the Refresh command in the context menu of the Kaspersky Security node.
The following application information is displayed in the details pane of Kaspersky Security Console:
9 Server protection status
1 Network Attached Storage Protection status
1 Information about database and application module updates
9 License information

9 Status of integration with Kaspersky Security Center: details of the server with Kaspersky
Security Center installed, to which the application is connected; information about application

tasks controlled by the active policy
Color coding is used to display the protection status:
1 Green. The task is being run in accordance with the configured settings. Protection is active.

1 Yellow. The task was not started, has been paused, or has been stopped. Security threats

may occur. You are advised to configure and start the task.
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1 Red. The task completed with an error or a security threat was detected while the task was
running. You are advised to start the task or take measures to eliminate the detected security
threat.

Some details in this block (for example, task names or the number of threats detected) are links

that, when clicked, take you to the node of the relevant task or open the task log.

Table 14. Information about server protection status

"Protection” Information
section

Server protection The color of the panel with the name of the section reflects the status of

status indicator tasks being performed in the section. The indicator can take the following

values:

1 Green color of the panel i displayed by default and signifies that
Real-Time Protection tasks are running and the Critical Areas Scan

task was performed no more than 30 days ago (by default).

1 Yellow color of the panel i one or several Real-Time Protection tasks
are not running or have been stopped, and the critical areas can task

has not been performed for a long time.

1 Red color of the panel i Real-Time File Protection task could not be

started.

Real-Time File Task status T current task status, for example, Running or Stopped.

Protection Detected i the number of objects detected by Kaspersky Security. For

example, if Kaspersky Security detects one software program in five
files, the value in this field increases by one. If the number of detected

softwares exceeds 0, the value is highlighted in red.

Script Monitoring Task status T current task status, for example, Running or Stopped.

Dangerous scripts detected i the number of dangerous scripts
detected by Kaspersky Security since the task was started. If the number
of detected dangerous scripts exceeds 0, the row value is highlighted in

red.
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"Protection” Information
section
KSN Usage Task status T current task status, for example, Running or Stopped.

Untrusted conclusions T the number of objects found to be untrusted
by KSN services. For example, if the KSN service scanned five files and
found one of them to be malicious, the value in this field increases by
one. If the number of untrusted conclusions exceeds 0, the row value is
highlighted in red.

Critical Areas Scan

Not performed T an event that occurs when the Critical Areas Scan task
has not been performed in the last 30 days or longer (default value). You

can change the threshold for generating this event.

Last scan date T the date and time of the last Critical Areas Scan for

viruses and other computer security threats.

Quarantine

Quarantine free space threshold exceeded i this event occurs when the
threshold of Quarantine free space is nearing the specified limit.
Kaspersky Security continues to move objects to Quarantine. In this

case, the value in the Space used field is highlighted in yellow.

Maximum Quarantine size exceeded i this event occurs when the
Quarantine size has reached the specified limit. Kaspersky Security
continues to move objects to Quarantine. In this case, the value in the

Space used field is highlighted in red.
Quarantined objects i the number of objects currently quarantined.

Space used i the volume of Quarantine space used.
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"Protection” Information
section
Backup Backup free space threshold exceeded i this event occurs when the

threshold of Backup free space is nearing the specified limit. Kaspersky
Security continues to move objects to Backup. In this case, the value in

the Space used field is highlighted in yellow.

Maximum Backup size exceeded T this event occurs when the Backup
size has reached the specified limit. Kaspersky Security continues to
move objects to Backup. In this case, the value in the Space used field
is highlighted in red.

Backed up objects -the number of objects currently in Backup.

Space used - amount of Backup space used.

Table 15.

Information about the status of Kaspersky Security databases and modules

Updates section

Information

Status indicator of
databases and
application
modules

The color of the panel with the name of the section reflects the status of
application databases and modules. The indicator can take the following
values:

1 Green color of the panel i displayed by default and signifies that

application database is up to date and that no critical updates of
application modules are available to be downloaded.

1 Yellow color of the panel i one of the following events occurred:

Databases are out of date; Critical update for application modules
available; Critical update for application modules recalled; Restart the
computer to finish updating application modules.

Red color of the panel i the event Application databases are extremely
out of date or Application databases are corrupted has occurred.

Updating databases
and application
software modules

Database status T an evaluation of the Database Update status.

It can take the following values:

1 Application database is up to date 1 application databases were

updated no more than 7 days ago (default);
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Updates section

Information

1 Application database is out of date i application databases were
updated between 7 and 14 days ago (default);

1 Application database is extremely out of date T application
databases were updated no more than 14 days ago (default).

You can change the thresholds for generating the events Application
databases are out of date and Application databases are outdated.

Database release date i the date and time of release of the latest
databases update. The date and time are specified in UTC format.

Application database records i the number of threat signatures in the
application databases.

Status of the latest completed Database Update task i the date and
time of the latest database update. The date and time are specified
according to the local time of the protected server. The value in the field
is colored red if the Failed event occurred.

Number of module updates available i the number of Kaspersky
Security module updates available to be downloaded and installed.

Number of module updates installed i the number of installed
Kaspersky Security module updates.

The Control section (see table below) is displayed if at least one of the following components is

installed: Untrusted Hosts Blocking, Anti-Cryptor, or Applications Launch Control.

Table 16. Information about Server Control status

Control section

Information

Server Control status

indicator

The color of the panel with the name of the section reflects the status of
tasks being performed in the section. The indicator can take the following

values:
1 Green color of the panel i displayed by default and signifies that all
Server Control tasks are running.

1 Yellow color of the panel i one or several Server Control tasks are not

running; the Not running event occurs.
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Control section

Information

1 Red color of the panel i the Untrusted Hosts Blocking, Applications

Launch Control task, or Anti-Cryptor task could not be started; the Failed

event occurs.

Untrusted Hosts

Hosts listed as untrusted T the number of hosts that have been put on

Blocking the list of untrusted and/or blocked hosts during the Server Control task.
If the number of untrusted hosts exceeds 0, the field value is highlighted
in red.

Applications Applications launches denied 1 the number of attempts to start

Launch Control

applications blocked by Kaspersky Security during the Applications
Launch Control task. If the number of blocked application startups

exceeds 0, the field value is colored red.

Average processing time (ms) i the time it took Kaspersky Security to

process an attempt to start applications on the protected server.

Anti-Cryptor

Malicious encrypting attempts detected i the number of attempts to
encrypt network attached storage data, which were detected by
Kaspersky Security during the Anti-Cryptor task performing. If the
number of detected attempts to encrypt files exceeds 0, the field value is

colored red.

Network Attached Storage Protection block (see the table below) contains information about

network attached storages protection.
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Table 17. Information about network storage protection

Network Attached
Storage
Protection section

Information

Network Attached
Storage Protection

status indicator

The color of the panel with the name of the section reflects the status of
tasks being performed in the section. The indicator can take the following

values:
1 Green is displayed in the following cases:

1 One of the following tasks is running: RPC-Network Storage

Protection or ICAP-Network Storage Protection

1 Kaspersky Security has established connection to EMC
software, and the Real-Time File Protection task is running in

Kaspersky Security

1 Yellow is displayed by default in all other cases.

RPC-Network

Storage Protection

Task status T current task status, for example, Running or Stopped.

Detected 7 the number of objects detected by Kaspersky Security after
the task was started. If the number of detected softlware exceeds 0, the

row value is highlighted in red.

ICAP-Network

Storage Protection

Task status i current task status, for example, Running or Stopped.

Detected 7 the number of objects detected by Kaspersky Security after
the task was started. If the number of detected software exceeds 0, the

row value is highlighted in red.
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Network Attached Information
Storage
Protection section

Connection to EMC It can take the following values:

Celerra/VNX 1 Celerra/VNX Anti-Virus Agent not found i Kaspersky Security

cannot find any EMC software, or an error has occurred in the
integration code.

1 Protection disabled T Kaspersky Security has established a
connection to EMC software, but the Real-Time File Protection task is
not running in Kaspersky Security.

1 Protection enabled 1 Kaspersky Security has established a
connection to EMC software, and the Real-Time File Protection task is
running in Kaspersky Security.

For detailed information and instructions on how to protect network attached storages using
Kaspersky Security, please refer to the Implementation Guide for Kaspersky Security 10 for

Windows Server for Network Attached Storage Protection.

Information about the Kaspersky Security license status is displayed in the row in the bottom left
corner of the details pane of the Kaspersky Security node (see section "Viewing information about

the current license" on page 44).
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About access permissions
for Kaspersky Security functions

This section contains information about permissions to manage Kaspersky Security and Windows
services registered by the application, and instructions on how to configure these permissions.

In this section

About permissions to manage Kaspersky SECUITY ...........uuuuuuuurriuiiiiiiiiiiiiiiiiiiiiineiiieeeneeeinennnanenn 83
About permissions to manage Kaspersky SeCUrity SErviCe ..............uuuuuuuuemmimimiiiiiiiiiiiiiiiiiiiniinnn. 85
About access permissions for Kaspersky Security Management.................evvvvvivemiimiiiiiiiimininnn. 88

Configuring access permissions for managing Kaspersky Security and Kaspersky Security
Y= o = PSSR 88

Enabling network connections for Kaspersky Security Management Service ...............oeeeeeee. 91

About permissions to manage
Kaspersky Security

By default, access to all Kaspersky Security functions is granted to users of the Administrators group
on the protected server, users of the KAVWSEE Administrators group (see section "About access
permissions for Kaspersky Security Management" on page 88) created on the protected server

during installation of Kaspersky Security, as well as the SYSTEM system group.

Users who have access to the Edit permissions function of Kaspersky Security can grant access to
Kaspersky Security functions to other users registered on the protected server or included in the
domain.

Users who are not registered in the list of Kaspersky Security users cannot open Kaspersky Security
Console.
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You can choose one of the following preset levels of Kaspersky Security access levels for a user or

group of users:

9 Full control T access to all application functions: ability to view and edit general Kaspersky

Security settings, component settings, permissions of Kaspersky Security users, and also

view Kaspersky Security statistics.

1 Modification i access to all application functions except modifying user rights: ability to view

and edit general Kaspersky Security settings, component settings, and also view Kaspersky

Security statistics and user permissions.

T Read i ability to view Kaspersky Security general settings, Kaspersky Security component

settings, Kaspersky Security statistics, and Kaspersky Security user permissions.

You can also configure advanced access permissions (see section "Configuring access permissions

for managing Kaspersky Security and Kaspersky Security Service" on page 88): allow or block

access to specific Kaspersky Security functions.

If you have manually configured access permissions for a user or group, the Special permissions

access level is set for this user or group.

Table 18. About access permissions for Kaspersky Security functions

User rights

Description

Task management

Ability to start / stop / pause / resume Kaspersky Security tasks.

Creating and deleting
On-Demand Scan tasks

Ability to create and delete On-Demand Scan tasks

Edit settings

Ability to:
view and edit general Kaspersky Security settings;

import Kaspersky Security from the configuration file and export
them to the configuration file;

view and edit task settings;

view and edit settings for task logs, system audit log, and
notifications.
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User rights Description

Read settings Ability to:
1 view general Kaspersky Security settings and task settings;
1 export Kaspersky Security settings to the configuration file;

1 view settings of task logs, system audit log, and notifications.

Manage storages Ability to:
1 move objects to Quarantine;
1 remove objects from Quarantine and Backup;

1 restore objects from Quarantine and Backup.

Manage logs Ability to delete task logs and clear the system audit log.

Read logs Ability to view Anti-Virus events in task logs and the system
audit log.

Read statistics Ability to view statistics of each Kaspersky Security task.

Application licensing Kaspersky Security can be activated or deactivated.

Read permissions Ability to view the list of Kaspersky Security users and access

privileges of each user.

Edit permissions Ability to:
1 Edit the list of users with access to application management

1 Edit user access permissions for Kaspersky Security functions

About permissions to manage
Kaspersky Security Service

Detailed information about Windows services registered by Kaspersky Security is provided in the

Kaspersky Security 10 for Windows Server Installation Guide.
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During installation, Kaspersky Security registers Kaspersky Security Service (KAVFS) in Windows,
and internally enables functional components launched at operating system startup. To reduce the
risk of third-party access to application functions and security settings on the protected server when
managing Kaspersky Security Service, you can restrict permissions for managing Kaspersky
Security Service from Kaspersky Security Console.

By default, access permissions for managing Kaspersky Security Service are granted to users in the
"Administrators" group on the protected server as well as to the SERVICE and INTERACTIVE
system groups with read permissions and to the SYSTEM system group with read and execute

permissions.

Users who have access to functions of the Edit permissions level (see section "About
permissions to manage Kaspersky Security" on page 83) can grant access permissions for
managing Kaspersky Security Service to other users registered on the protected server or included

in the domain.

You can choose one of the following preset levels of access permissions for a user or group of users

of Kaspersky Security for managing Kaspersky Security Service:

9 Full control: ability to view and edit general settings and user permissions for Kaspersky

Security Service, and to start and stop Kaspersky Security Service.
1 Read: ability to view general settings and user permissions for Kaspersky Security Service.

1 Modification: ability to view and edit general settings and user permissions for Kaspersky

Security Service.
I Execution: ability to start and stop Kaspersky Security Service.

You can also configure advanced access permissions (see section "Configuring access permissions
for managing Kaspersky Security and Kaspersky Security Service" on page 88): give or restrict

permissions for managing Kaspersky Security Service (see table below).

If you have manually configured access permissions for a user or group, the Special permissions

access level is set for this user or group.
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Table 19.

Delimitation of access permissions for Kaspersky Security functions

Feature

Description

Viewing service configurations

Viewing: ability to view general settings and user permissions

for Kaspersky Security Service.

Request service status from

Service Manager

Ability to request the execution status of Kaspersky Security

Service from Microsoft Windows Service Control Manager.

Request status from service

Ability to request the service execution status from Kaspersky

Security Service.

List dependent services

Ability to view a list of services on which Kaspersky Security
Service depends and which depend on Kaspersky Security

Service.

Editing service settings

Ability to view and edit general settings and user permissions for

Kaspersky Security Service.

Start the service

Ability to start Kaspersky Security Service.

Stop the service

Ability to stop Kaspersky Security Service.

Pause / Resume the service

Ability to pause and resume Kaspersky Security Service.

Read permissions

Ability to view the list of Kaspersky Security Service users and

access privileges of each user.

Edit permissions

Ability to:
1 add and remove Kaspersky Security Service users

1 edit user access permissions for Kaspersky Security Service

Delete the service

Ability to unregister Kaspersky Security Service in Microsoft

Windows Service Control Manager.

User defined requests to

service

Ability to create and send user requests to Kaspersky Security

Service.
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About access permissions for
Kaspersky Security Management

Detailed information about services registered by Kaspersky Security is provided in the

Kaspersky Security 10 for Windows Server Installation Guide.

During installation, Kaspersky Security registers Kaspersky Security Management Service
(KAVFSGT). To manage the application via Kaspersky Security Console installed on a different
computer, the account whose permissions are used to connect to Kaspersky Security must have full

access to Kaspersky Security Management Service on the protected server.

By default, access to the Kaspersky Security Management Service is granted to users of the
Administrators group on the protected server and users of the KAVWSEE Administrators group

created on the protected server during Kaspersky Security installation.

You can manage Kaspersky Security Management Service only via the Services snap-in of

Microsoft Windows.

You cannot allow or block user access to Kaspersky Security Management Service by

configuring Kaspersky Security.

You can connect to Kaspersky Security from a local account if an account with the same name

and password is registered on the protected server.

Configuring access permissions for
managing Kaspersky Security and
Kaspersky Security Service

You can edit the list of users and user groups allowed to access Kaspersky Security functions and
manage Kaspersky Security Service, and also edit the access permissions of those users and user

groups.
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3 To add a user or group to the list or remove it:

1.

2.

3.

In the Kaspersky Security Console tree, open the context menu of the Kaspersky Security

node and do one of the following:

1 Select Modify user rights of application management if you want to edit the list of

users who have access permissions for managing Kaspersky Security functions.

1 Select Modify user rights of Kaspersky Security Service management if you want to
edit the list of users who have access permissions for managing the application via
Kaspersky Security Service.

The Permissions for Kaspersky Security group window opens.
In the window that opens, perform the following operations:

1 Inordertoadd a user or group to the list, click the Add button and select the user or group

to whom you want to grant privileges.

1 Toremove a user or group from the list, select the user or group whose access you want

to restrict and click the Remove button.

Click the Apply button.

The selected users (groups) are added or deleted.

3 To edit permissions of a user or group to manage Kaspersky Security or Kaspersky
Security Service:

1.

In the Kaspersky Security Console tree, open the context menu of the Kaspersky Security

node and do one of the following:

1 Select Modify user rights of application management if you want to configure access

permissions for Kaspersky Security functions.

1 Select Modify user rights of Kaspersky Security Service management if you want to

configure access permissions for Kaspersky Security Service.
The Permissions for Kaspersky Security group window opens.

In the window that opens, in the Groups or users list select a user or group of users for

whom you want to change permissions.
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3. Inthe Permissions for group "<User (Group)>" section, select the Allow or Block check

boxes for the following access levels:

91 Full control: full set of permissions to manage Kaspersky Security or Kaspersky Security

Service.
f Read:

9 the following permissions to manage Kaspersky Security: Retrieve statistics, Read
settings, Read logs and Read permissions;

9 the following permissions to manage Kaspersky Security Service: Read service
settings, Request service status from Service Manager, Request status from
service, List dependent services, Read permissions.

1 Modification:

9 all permissions to manage Kaspersky Security, except Edit permissions

9 the following permissions to manage Kaspersky Security Service: Edit service

settings, Read permissions.

1 Execution: the following permissions to manage Kaspersky Security Service: Starting
service, Stopping service, Pause / Resume service, Read permissions, User

defined requests to service.

4. To configure advanced settings of permissions for a user or group (Special permissions),

click the Advanced button.

a. Inthe Advanced security settings for Kaspersky Security window that opens,

select the user or group that you need.
b. Click the Edit button.
C. Inthe window that opens, click the Show special permissions link.

d. Inthe dropdown list in the top part of the window, select the type of access control
(Allow or Block).

e. Select the check boxes opposite the functions that you want to allow or block for the

selected user or group.
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f. Click OK.
g. Inthe Additional security settings for Kaspersky Security window, click OK.
5. Inthe Permissions for Kaspersky Security group window, click the Apply button.

The configured permissions for managing Kaspersky Security or Kaspersky Security Service are
saved.

Enabling network connections for
Kaspersky Security Management
Service

The names of settings may vary under different Windows operating systems.

3 To allow network connections for Kaspersky Security Management Service on the
protected server:

1. On the protected server running under Microsoft Windows Server, select Start Y Control

panel Y Security Y Windows Firewall.
2. Inthe Windows firewall settings window, select the Change settings item.

3. Inthe list of predefined exceptions on the Exceptions tab check the flags: COM + Network

access, Windows Management Instrumentation (WMI) and Remote Administration.
4. Click the Add Program button.

5. Select the kavfsgt.exe file in the Add program window. This file is stored in the folder that

you specified as the destination folder during installation of Kaspersky Security Console.
6. Click OK.
7. Click OK inthe Windows firewall settings window.

Network connections for Kaspersky Security Management Service on the protected server will

be permitted.
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Trusted zone

This section provides information about the trusted zone of Kaspersky Security, as well as

instructions on how to add objects to the trusted zone when executing Kaspersky Security tasks.

In this section

About Kaspersky SeCUrtY trUSTEU ZONE..........uuuuuuiiiiiiiiiiiiiiiiiiiieeeieieeieeeebnaeeebeeebeseesbeebneeeenenenannne 92
Enabling and disabling the use of the trusted zone in Kaspersky Security tasks ....................... 94
Adding exclusions to the truSted ZONE .............uiiiiiiiiiiiiii e 95

About Kaspersky Security trusted zone

The trusted zone is a list of exclusions from the protection or scan scope that you can generate and
apply to On-Demand Scan, Real-Time File Protection, Script Monitoring, and RPC-Network Storage
Protection.

If you selected the Add objects using a not-a-virusRemoteAdmin* mask to exclusions list
check box when installing Kaspersky Security, Kaspersky Security adds to the trusted zone all
objects matching the not - a- virus:RemoteAdmin* mask for Real-Time File Protection, Script

Monitoring, RPC-Network Storage Protection, and On-Demand Scan tasks.

If you selected the Add Microsoft recommended files to exclusions list and Add files
recommended by Kaspersky Lab to exclusions check boxes when installing Kaspersky Security,
Kaspersky Security adds to the trusted zone files recommended by Microsoft and Kaspersky Lab for

Real-Time Protection tasks.
You can create a trusted zone in Kaspersky Security according to the following rules:

9 Trusted processes. Objects accessed by application processes that are susceptible to file

intercepts are placed in the trusted zone
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I Backup operations. Objects accessed by hard drive backup systems for external devices

are placed in the trusted zone

I Exclusions. Objects specified by their location and / or an object detected inside them are

placed in the trusted zone

You can apply the trusted zone in Real-Time File Protection, RPC-Network Storage Protection, and
Script Monitoring tasks, newly created custom On-Demand Scan tasks, and in all system

On-Demand Scan tasks, except for the Quarantine Scan task.

The trusted zone is applied in the Real-Time File Protection, Script Monitoring, and On-Demand

Scan tasks by default.

The list of rules for generating the trusted zone can be exported to a configuration file in XML format

for it then to be imported into Kaspersky Security running on another server.
Trusted processes
Applied to Real-Time File Protection and RPC-Network Storage Protection tasks.

Some applications on the server may be instable if the files that they access are intercepted by

Kaspersky Security. Such applications include, for example, system domain controller applications.

In order to avoid disrupting the operation of such applications, you can disable Real-Time Protection
of files accessed by the operating processes of these applications (thereby creating a list of trusted
processes within the trusted zone).

Microsoft Corporation recommends excluding some Microsoft Windows operating system files and

Microsoft application files from Real-Time File Protection as programs that cannot be infected. The
names of some of these are listed on the Microsoft website https://www.microsoft.com/en-us/ (article
code: KB822158).

You can enable or disable the use of trusted processes in the trusted zone.

If the executable process file is modified, for example, if it is updated, Kaspersky Security will

exclude it from the list of trusted processes.
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Backup operations
Applied to Real-Time Protection tasks.

During Backup copying of data stored on hard drives to external devices, you can disable Real-Time
Protection of objects that are accessed during Backup copying operations. Kaspersky Security will
scan objects which the backup copying application opens for reading with the
FILE_FLAG_BACKUP_SEMANTICS attribute.

Exclusions

Applied to Real-Time File Protection, RPC-Network Storage Protection, Script Monitoring, and

On-Demand Scan tasks.

You can select tasks for which you want to use every exclusion added to the trusted zone. Also, you

can exclude objects from scans in the security level settings of every single Kaspersky Security task.

You can add objects to the trusted zone by their location on the server, by name or name mask of the

object detected in those objects, or use both criteria.

Based on the exclusion, Kaspersky Security can skip objects while performing the specified tasks

according to the following settings:
1 Specified objects detected by name or name mask in the specified areas of the server or the
network attached storages
9 All objects detected in the specified areas of the server or the network attached storage

I Specified detectable objects by name or name mask within the entire protection or scan

scope

Enabling and disabling the use of the
trusted zone in Kaspersky Security tasks

By default, the trusted zone is applied in Real-Time File Protection, RPC-Network Storage
Protection, and Script Monitoring tasks, newly created custom On-Demand Scan tasks, and in all

system On-Demand Scan tasks, except for the Quarantine Scan task.
After the trusted zone is enabled or disabled, exclusions in this zone will be applied immediately or

removed from tasks running.
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3 To enable or disable the use of the trusted zone in Kaspersky Security tasks:

1. Inthe Kaspersky Security Console tree, open the context menu for which you want to

configure how the trusted zone is applied.
2. Select Properties.
The Task settings window opens.

3. Inthe window that opens, go to the General tab and do one of the following in the Trusted

zone section:

1 To apply the trusted zone in the task, select the Apply trusted zone check box.

1 To disable the use of the trusted zone in the task, clear the Apply trusted zone check
box.

4. To configure the trusted zone settings, click the link in the name of the Apply trusted zone
check box.

5. Click OK.

Any changes will be saved.

Adding exclusions to the trusted zone

This section provides instructions on how to add common exclusions to the trusted zone of

Kaspersky Security.

In this section

Adding a process to the list Of truSted PrOCESSES ........uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiriee e 96
Deleting a process from the list of truSted ProCESSES .....ccooveeiiiieeee e 98
Disabling Real-Time File Protection during Backup COpYINg........cooovviiiiiiiiii 98
Adding exclusion t0 the truStEd ZONE............uuiiiiiiiiiii e 929
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Adding a process to the list of trusted
processes

You can add a process to the list of trusted processes using one of the following methods:
9 Select this process from the list of processes running on the protected server;

1 Select the executable file of a process regardless of whether the process is currently running.

If the executable file of a process has been modified, Kaspersky Security excludes this

process from the list of trusted processes.

3 To add a process to the list of trusted processes:

1. Inthe console tree, open the context menu of the Kaspersky Security node.
2. Select Configure trusted zone settings.
The Trusted zone window opens.

3. Inthe Trusted zone window, on the Trusted processes tab, select the Do not check file

activity of the specified processes check box.
4. Add a trusted process in one of the following ways:
1 To add a process from the list of running processes:

a. Press the Add button.

The Add trusted process window opens.

b. Inthe Add trusted process window, click the Processes button.

The Active processes window opens.

c. Inthe Active processes window, select the required process in the list of
running processes and click the OK button.
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It is required that the account under which the Real-Time File Protection task is
run has the administrator rights on the server with Kaspersky Security installed in
order to allow viewing the list of active processes. You can sort processes in the
list of active processes by file name, PID, or path to the executable file of the
process on the local computer.

d. Inthe Add trusted process window, click the OK button.
The selected process will be added to the list of trusted processes in the Trusted
zone window.

1 To specify the executable file of the process:

a. Press the Add button.

The Add trusted process window opens.

b. Click Browse in the Add trusted process window and select an
executable file of the process and click OK.

The name of the executable file and the path to it are displayed in the Add trusted

process window.

Kaspersky Security does not consider a process to be trusted if the path to the
executable file of that process differs from the path that you have specified in the

Folder containing file on protected computer field.

c. Inthe Add trusted process window, click the OK button.

The selected process will be added to the list of trusted processes in the Trusted

zone window.
5. Click OK.

The Trusted zone window closes: the selected processes are added to the list of trusted

processes.
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Deleting a process from the list of trusted
processes

3 To disable the use of a trusted process in the trusted zone:

1. Inthe console tree, open the context menu of the Kaspersky Security node.
2. Select Configure trusted zone settings.
The Trusted zone window opens.

3. Inthe Trusted zone window, on the Trusted processes tab, in the list of trusted processes,
clear the check box next to the name of the executable file of the process that you want to
temporarily unapply in the trusted zone.

4. Click OK.

The Trusted zone window closes: the selected processes are removed from the list of trusted

processes.

Disabling Real-Time File Protection during
Backup copying
3 To disable Real-Time File Protection during Backup copying of data from hard drives:

1. Inthe console tree, open the context menu of the Kaspersky Security node.
2. Select Configure trusted zone settings.
The Trusted zone window opens.

3. Onthe Trusted processes tab in the Trusted zone window, select the Do not check file

backup operations check box.
4. Click OK.

The Trusted zone window closes: Real-Time File Protection is paused during Backup copying.
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Adding exclusion to the trusted zone

3 To add an exclusion to the trusted zone, take the following steps:

1.

In the console tree, open the context menu of the Kaspersky Security node.
Select Configure trusted zone settings.

The Trusted zone window opens.

In the Trusted zone window, on the Exclusions tab, click the Add button.
The Exclusion window opens.

In the Object will not be scanned if the following conditions are met section, specify the
objects that you want to exclude from the protection / scan scope and objects that you want to

exclude from among detectable objects (such as remote administration utilities):
9 If you want to exclude an object from the protection / scan scope:

a. Select the Object to scan check box.
Adds a file, folder, drive, or script file to an exclusion.

If the check box is selected, Kaspersky Security Service skips the specified
pre-defined scope, file, folder, drive or script file while running the scan with
the use of the Kaspersky Security Service component selected in the Rules

usage scope section.

The check box is selected by default.

b. Click the Edit button.
The Select object window opens.

c. Inthe window that opens, specify the object that you want to exclude from
the scan scope.

You can use the special characters ? and * to specify objects.
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1 If you want to specify the name of a detectable object:

a. Select the Objects to detect check box.

Objects are excluded from scanning by the name or name mask of the
detectable object. For example, you can exclude remote administration
utilities by the mask not - a- virus:RemoteAdmin* . The list of names of

detectable objects is available on the Virus Encyclopedia website.

If this check box is selected, Kaspersky Security skips specified detectable
objects during scanning.

If the check box is cleared, Kaspersky Security detects all objects specified in
the application by default.

The check box is cleared by default.

b. Click the Edit button.
The List of objects to detect window opens.

c. Inthe window that opens, specify the name or the mask of the name of the
detectable object according to the Virus Encyclopedia classification
(http://www.securelist.com), for example,
not - a- virus:RemoteAdmin*

1 Inthe Exclusion scope section, select the check boxes next to the names of the tasks to

which the exclusion should be applied.
5. Click OK.

The exclusion is displayed in the list on the Exclusions tab of the Trusted zone window.
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Managing Kaspersky Security tasks

This section provides information about Kaspersky Security tasks, how to create them, define task

settings, start and stop tasks, and set up schedules for automatic startup and stop of tasks.

In this section

Kaspersky Security taSK CatEQOIIES ... ..ccoi i 101
Saving a task after changing itS SENGS ......coovviiii i 102
Starting / pausing / resuming / stopping tasks manually ..............ccccovviiiiiiiii i e 103
Managing task SCNEAUIES ... 103
Using user accounts t0 1aUNCH TASKS .......ccooiiiiieiieee e 106
Importing and eXPOrting SETHINGS ... ...uuuuuuuieiiiiiiiiiiiieeebeii bbb bbb eesnennnnnneees 108
Using security Settings tEMPIALES .......ccooiiiieeeeee e 113

Kaspersky Security task categories

Real-Time Protection, Network Attached Storage Protection, Server Control, On-Demand Scan, and

Update functions in Kaspersky Security are implemented as tasks.

You can manage tasks using the context menu of the task name in the Console tree, the toolbar, and
the quick access bar. You can view task status information in the details pane. Task management

operations are registered in the system audit log.

There are two types of Kaspersky Security tasks: local and group.
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Local tasks

Local tasks are executed only on the protected server for which they are created. Depending on the
start method, there exist the following types of local tasks:

1 Local system tasks. Created automatically during installation of Kaspersky Security. You
can edit the settings of all system tasks, except for Quarantine Scan and Rollback of
Application Database Update tasks. System tasks cannot be renamed or deleted. You can

run system and custom On-Demand Scan tasks simultaneously.

1 Local custom tasks. In the Kaspersky Security Console, you can create On-Demand Scan
tasks. In the Administration Console of Kaspersky Security Center, you can create
On-Demand Scan, Database Update, Rollback of Application Database Update, and
Copying Updates tasks. Such tasks are called custom tasks. Custom tasks can be renamed,

configured, and deleted. You can run several custom tasks simultaneously.
Group tasks

Group tasks and tasks for sets of computers created in the Administration Console of Kaspersky
Security Center are displayed in Kaspersky Security Console. Such tasks are called group tasks.
Group tasks can be managed and configured from the Kaspersky Security Center. In Kaspersky

Security Console, you can only view the status of group tasks.

Saving atask after changing its settings

The settings of a task that is running or stopped (paused) can be modified. New settings take effect

under the following conditions:

9 If you changed the settings of a running task, the new settings are applied immediately after

saving the task

9 If you changed the settings of a stopped (paused) task, the new settings are applied when the

task is next started

3 To save modified task settings,

in the context menu of the task name, select Save task.
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If after changing task settings another node in the Console tree is selected without first selecting the

Save task command, the window for saving the settings appears.

3 To save modified settings when switching to another Console node,

click Yes in the save settings window.

Starting / pausing / resuming / stopping
tasks manually

You can pause and resume only the real time protection and On-Demand Scan tasks.

3 To start / pause / resume / stop a task:

1. Open the context menu of the task name in Kaspersky Security Console.

2. Select one of the following: Start, Pause, Resume or Stop.

The operation is executed and registered in the system audit log (see section "System audit log

on page 274).

When an On-Demand Scan task is resumed, Kaspersky Security continues with the object that

was being scanned when the task was paused.

Managing task schedules

You can configure the launch schedule for Kaspersky Security tasks, and configure settings for

running tasks by schedule.

In this section

Configuring the task launch schedule SettingS.........coocivuiii i e 104

Enabling and disabling scheduled tasks..........oo e 106
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Configuring the task launch schedule
settings

You can configure the launch schedule for local system and custom tasks in the Kaspersky Security

Console (see page 101). You cannot configure the launch schedule for group tasks.

3 To configure task launch schedule settings, do the following:

1. Open the context menu of the name of the task for which you wish to configure the launch

schedule.
2. Select Properties.
The Task settings window opens.

3. Inthe window that opens, on the Schedule tab, select the Run by schedule check box.

Fields with the schedule settings for the On-Demand Scan and Update tasks are
unavailable if their scheduled launch is blocked by a policy of Kaspersky Security Center
(see section "Configuring scheduled launch of local system tasks" on page 364).

4. Configure schedule settings in accordance with your requirements. To do this, perform the

following actions:
a. Inthe Frequency list, select one of the following values:

1 Hourly, if you want the task to run every hour for a specified number of hours; specify

the number of hours in the Every <number> hours field

91 Daily, if you want the task to run every day for a specified number of days; specify the

number of days in the Every <number> days field

1 Weekly, if you want the task to run every week for a specified number of weeks;
specify the number of weeks in the Every <number> weeks field Specify the days of
the week on which the task will be launched (by default the task is launched on

Mondays)
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At application launch, if you want the task to run every time Kaspersky Security

starts

After application database update, if you want the task to run after every update of

the application databases

. Specify the time for the first task launch in the Start time field.

In the Start date field, specify the date from which the schedule applies.

After the task startup frequency has been specified, the time of the first task launch,
and the date from which the schedule applies, information about the calculated time
for the next task launch will appear in the top part of the window in the Next start
field. Updated information about the estimated time of the next task launch will be
displayed each time you open the Task settings window of the Schedule tab.

The Blocked by policy value is displayed in the Next start field if the active policy
settings of Kaspersky Security Center prohibit launching scheduled system tasks

(see section "Configuring scheduled launch of local predefined tasks" on page 364).

5. Using the Advanced tab configure the following schedule settings in accordance with your

requirements.

In the Task stop settings section:

a. Select the Duration check box and enter the required number of hours and
minutes in the fields to the right to specify the maximum duration of the task
execution.

b. Select the Pause from ... until check box and enter the start and end
values of the time interval in the fields to the right to specify the interval of
time in days during which task execution will be paused.

In the Advanced settings section:

a. Select the Cancel schedule from check box and specify the date from
which the schedule will cease to operate.

b. Select the Run skipped tasks check box to enable the launch of skipped
tasks.

c. Select the Randomize the task start within interval of check box and
specify the value in minutes.

6. Click the Apply button.

The configured task launch settings will be saved.

Managing Kaspersky Security tasks

105




Enabling and disabling scheduled tasks

You can enable and disable scheduled tasks either before or after configuring the schedule settings.

3 To enable or disable the task launch schedule:

1. Open the context menu of the name of the task for which you wish to configure the launch

schedule.
2. Select Properties.
The Task settings window opens.
3. Inthe window that opens on the Schedule tab, do one of the following:

9 Select the Run by schedule check box if you want to enable the scheduled launch of the
task

1 Select the Run by schedule check box if you want to enable scheduled task launch

The configured task launch schedule settings are not deleted and will be applied at

the next scheduled launch of the task.

4. Click the Apply button.

The configured task launch schedule settings are saved.

Using user accounts to launch tasks

You can launch tasks under the system account or specify a different account.

In this section

About using accounts to [aUNCH TASKS ...........uiiiiiiiiie e 107

Specifying a user account for runNNING @ taSK ..........cceeeeiiiiiiiiiiee e e e e e eaeeaes 108
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About using accounts to launch tasks

You can specify the account under which you want to run the selected task for the following
functional components of Kaspersky Security:

1 Rule Generator for Applications Launch Control task
T On-Demand Scan tasks
I Update tasks
By default, the specified tasks are run under the system account permissions.
A different account with proper access permissions is recommended in the following cases:

1 in the update task, if you specified public folder on different computer in the network as the
updates source;

1 if a proxy server with in-built Windows NTLM authentication is used for accessing updates

sources;

9 inthe On-Demand Scan tasks, if the system account does not possess access permissions

to any of the scanned objects (for example, to files in shared network folders on the server);

9 in the Rule Generator for Applications Launch Control task, if on completion of the task the
generated rules are imported to a configuration file located at a path that the system account

cannot access (for example, in one of the shared network folders on the server).

You can run Update, On-Demand Scan, and Rule Generator for Applications Launch Control
tasks with system account permissions. During execution of these tasks, Kaspersky Security
accesses shared folders on another computer in the network if this computer is registered in the
same domain as the protected server. In this case, the system account must possess access
permissions for these folders. Kaspersky Security will access the computer using permissions of

the account <domain name \ computer_name>.
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Specifying a user account for running a task

3 To specify an account for running a task, take the following steps:

1. Open the context menu of the name of the task for which you want to configure startup with
account permissions.

2. Select Properties.
The Task settings window opens.
3. Inthe window that opens, do the following on the Run as tab:

a. Select User name.

b. Enter the user name and password for the user whose account you want to use.

The selected user must be registered on the protected server or in the same domain as
this server.

c. Confirm the password that has been entered.
4. Click the Apply button.

The modified settings to run the task with user account permissions are saved.

Importing and exporting settings

This section provides information about how to export the settings of Kaspersky Security or the
settings of specific application components to a configuration file in XML format and how to import

those settings from that configuration file back to the application.

In this section

About importing and eXporting SEINGS .......uuuiii e 109
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About importing and exporting settings

You can export Kaspersky Security settings to an XML configuration file and import settings into
Kaspersky Security from the configuration file. All application settings or only settings for individual
components can be saved to a configuration file.

When you export all settings of Kaspersky Security to a file, the general application settings and

settings of the following Kaspersky Security components and functions are saved:
1 Real-Time File Protection
I KSN Usage
1 Script Monitoring
1 RPC/ICAP-Network Storage Protection
1 Untrusted Hosts Blocking
1 Anti-Cryptor
1 Applications Launch Control
1 Rule Generator for Applications Launch Control
T On-demand scan
I Updating Kaspersky Security bases and application modules
I Quarantine
1 Backup
T Logs
9 Administrator and user notifications
9 Trusted zone

Also, you can save the general settings of Kaspersky Security in the file, as well as the rights of user

accounts.

You cannot export group task settings.
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Kaspersky Security exports all passwords used by the application, for example, account data for
running tasks or connecting to a proxy server. Exported passwords are saved in a configuration file
in encrypted form. You can import passwords only using Kaspersky Security installed on this
computer if it has not been reinstalled or updated.

You cannot import previously saved passwords using Kaspersky Security installed on a different
computer. After settings have been imported to another computer passwords must be entered

manually.

If a Kaspersky Security Center policy is active at the moment of export, Kaspersky Security exports

the values used by that policy.

Settings from a configuration file containing parameters for individual components of Kaspersky
Security (e.g., from a file created in Kaspersky Security installed with incomplete set of components)
can be imported. After the settings are imported, only those Kaspersky Security settings that were

contained in the configuration file are changed. All other settings remain the same.

Imported task settings are not applied during task execution. To apply imported settings, you

must restart the task.

Settings of an active policy of Kaspersky Security Center that have been blocked do not change

when importing the settings.

Exporting settings
3 To export settings to a configuration file, take the following steps:

1. Inthe Kaspersky Security Console tree, do one of the following:

1 Inthe context menu of the Kaspersky Security node, select Export settings to export

all Kaspersky Security settings.

1 Inthe context menu of the name of the task whose settings you want to export, select
Export settings to export the settings of an individual functional component of the

application.
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1 To export the settings of the Trusted Zone component:

a. Inthe console tree, open the context menu of the Kaspersky Security
node.

b. Select Configure trusted zone settings.

The Trusted zone window opens.

c. Click the Export button.

The welcome window of the settings export wizard will open.

2. Follow the instructions in the Wizard: specify the name of the configuration file for saving

settings and the path to it.

System environment variables can be used when specifying the path; user environment

variables are not allowed.

If a policy of Kaspersky Security Center is active at the moment of export, Kaspersky

Security exports the settings' values used by that policy.

3. Click OK in the Export of application settings complete window.

The export settings are saved when the wizard closes.

Importing settings
3 To import settings from a saved configuration file, take the following steps:

1. Inthe Kaspersky Security Console tree, do one of the following:

1 Inthe context menu of the Kaspersky Security node, select Import settings to import

all Kaspersky Security settings.

1 Inthe context menu of the name of the task whose settings you want to import, select

Import settings to import the settings of an individual functional component of the

application.
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1 To import the settings of the Trusted Zone component:

a. In the console tree, open the context menu of the Kaspersky Security
node.

b. Select Configure trusted zone settings.

The Trusted zone window opens.

c. Click the Import button.

The welcome window of the settings import wizard will open.

2. Follow the instructions in the Wizard: specify the configuration file from which you want to

import settings.

After you have imported the general settings of Kaspersky Security or its functional

components on the server, you will not be able return to the previous setting values.

3. Click OK in the Application settings import completed window.
The imported settings are saved when the wizard closes.
4. In the toolbar of the Kaspersky Security Console, click the Refresh button.

The imported settings are displayed in the Console window.

Kaspersky Security does not import passwords (data of the accounts used to launch tasks or to
connect to the proxy server) from the file created on another computer or on the same computer
after the Kaspersky Security installed on it has been re-installed or updated. After the importing

operation is completed, passwords must be entered manually.
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Using security settings templates

This section contains information about using security settings templates in Kaspersky Security

protection and scan tasks.

In this section

About SecUrity SEttiNgS tEMPIATES ... . .uuiiiiiiiiiiiiiiiii it 113
Creating a security Settings teMPIAte...........ooooriii i 114
Viewing security Settings iN & tEMPIALE ............uuuuiiiiiiiiiiiiiiiii e 114
Applying a security SEttiNGS tEMPIALE ..........uuuiiiiiiiiiiiiiiiieiiie bbb eeaennee 115
Deleting a security Settings temMPIlate ........cccoooiiiiiieee e 116

About security settings templates

You can manually configure the security settings of a node in the server file resources tree and save
the values of the configured settings to a template. This template can then be used to configure the

security settings of other nodes in Kaspersky Security protection and scan tasks.
Templates can be used to configure the security settings of the following Kaspersky Security tasks:

1 Real-Time File Protection
1 RPC-Network Storage Protection

T On-Demand Scan tasks: Scan at Operating System Startup, Critical Areas Scan, custom

On-Demand Scan tasks

Security settings from a template applied to a parent node in the server file resource tree are
installed in all subnodes. The template of the parent node is not applied to subnodes in the following

cases:

9 If the security settings of the subnodes are configured separately (see section "Applying a

template of security settings" on page 115).

9 If the subnodes are virtual. You need to apply the template to each virtual node separately.
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Creating a security settings template

3 To manually save the security settings of a node and save those settings to a template:

1. Inthe Kaspersky Security Console tree, select the task for which you want to save the

security settings to a template.

2. Inthe details pane of the selected task, click the Configure protection scope or Configure

scan scope link.

3. Inthe tree or in the list of the server's network file resources choose the node which settings

you want to save as a template.
4. Onthe Security level tab click the Save as template button.
The Template properties window opens.
5. Inthe Template name field, enter the name of the template.
6. Enter additional template information in the Description field.
7. Click OK.

The template with the set of security values for settings will be saved.

Viewing security settings in a template

3 To view security settings in a template that you have created, perform the following steps:

1. Inthe Kaspersky Security Console tree, select the task for which you want to view the

security template.

2. Inthe context menu of the selected task, select Settings templates.

You can create a settings template for On-Demand Scan tasks from the details pane of

the On-Demand Scan parent node.

The Templates window opens.
3. Inthe list of templates in the window that opens, select the template that you want to view.
4. Click the View button.

The <Template name> window opens. The General tab displays the template name and additional

information about the template; the Options tab lists security settings saved in the template.
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Applying a security settings template

3 To apply security settings from a template for a selected node:

1.

4.

5.

6.

In the Kaspersky Security Console tree, select the task for which you want to save the

security settings to a template.

In the details pane of the selected task, click the Configure protection scope or Configure

scan scope link.

In the tree or in the list of the server's network file resources select the node for which you

want to apply the template.
Select Apply template Y <Template name>.
In the Console tree, open the context menu of the configurable task.

Select Save task.

The security settings template is applied to the selected node in the server file resource tree. The

Security level tab of the selected node will now have the value Custom.

Security settings from a template applied to a parent node in the server file resource tree are

installed in all subnodes.

If the protection scope or scan scope of the subnodes in the server file resource tree was configured

separately, the security settings from the template applied to the parent node are not set

automatically for such subnodes.

3 To apply security settings from a template for all selected nodes:

1.

In the Kaspersky Security Console tree, select the task for which you want to save the

security settings to a template.

In the details pane of the selected task, click the Configure protection scope or Configure

scan scope link.

In the tree or in the list of the server's network file resources select the node for which you

want to apply the template.

Select Apply template Y <Template name>.
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5. Inthe Console tree, open the context menu of the configurable task.

6. Select Save task.

The security settings template is applied to the parent and all subnodes in the server file resource

tree. The Security level tab of the selected node will now have the value Custom.

Deleting a security settings template

3 To delete a security settings template:

1. Inthe Kaspersky Security Console tree, select the task for which you no longer want to use a

security settings template for configuration.

2. In the context menu of the selected task, select Settings templates.

You can create a settings template for On-Demand Scan tasks from the details pane of

the On-Demand Scan parent node.

The Templates window opens.
3. Inthe list of templates in the window that opens, select the template that you want to delete.
4. Click the Remove button.

A window opens to confirm the deletion.
5. In the window that opens, click Yes.

The selected template will be deleted.

If the security settings template was applied to protect or to scan nodes of server file resources,

the configured security settings for such nodes are preserved after the template is deleted.
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Real-Time Protection

This section contains information about the following Real-Time Protection tasks: Real-Time File
Protection, Script Monitoring, KSN Usage. This section also provides instructions on how to

configure Real-Time Protection tasks and manage the security settings of a protected server.

In this section

Real-Time File Prot@CHON . ... ...t e e e e e e e et e e aeees 117
SCHIPE MONITOTING oot 145
OS] AT U ST T PRSPPI 150

Real-Time File Protection

This section contains information about the Real-Time File Protection task and how to configure it.

In this section

About the Real-Time File ProteCtion task ...........cooiiiiiiiiiiinie e 117
Real-Time File Protection task StatiStCS .........ccoiiieiiiiiiie e 118
Configuring the Real-Time File Protection task Settings ..., 120

Protection scope in the Real-Time File Protection task

About the Real-Time File Protection task

When the Real-Time File Protection task is running, Kaspersky Security scans the following

protected server objects when they are accessed:
1 Files
1 Alternate file system threads (NTFS threads)

T Master boot record and boot sectors on the local hard drives and external devices
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When any application writes a file to a server or reads a file from it, Kaspersky Security intercepts this
file, scans it for threats, and, if a threat is detected, performs the actions you have specified: tries to
disinfect it, places it in Quarantine, or deletes it. Kaspersky Security returns the file to the application
only if it is not infected or if it has been successfully disinfected.

The Real-Time File Protection component is available as part of the following application
solutions: Standard Kaspersky Security, Basic Kaspersky Security, Extended Kaspersky
Security, Kaspersky Security Total, Kaspersky Security for File Servers, Kaspersky Security for
Data Storage Systems (see section "About available Kaspersky Security solutions" on page 40).

You can configure the Real-Time File Protection task settings (see section "Configuring the
Real-Time File Protection task settings" on page 120).

Real-Time File Protection task statistics

While the Real-Time File Protection task is being executed, you can view detailed real-time
information about the number of objects processed by Kaspersky Security since the task was started

until the current moment.

3 To view the statistics of a Real-Time File Protection task, take the following steps:

1. Inthe Console tree, expand the Real-Time Protection node.
2. Select the Real-Time File Protection subnode.

Current task statistics are displayed on the Overview and management tab of the details pane

in the Statistics section.

The following information can be viewed about objects processed by Kaspersky Security since it was

started until the current moment (see the table below).

If the value of the Events in total field in the Real-Time Protection task log window exceeds 0, it
is recommended to process the events appeared in the task log on the Events tab manually.
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Table 20. Real-Time File Protection task statistics

Field

Description

Detected

Number of objects detected by Kaspersky Security. For example, if
Kaspersky Security detects one malware program in five files, the value

in this field increases by one.

Infected and other objects

detected

Number of objects that Kaspersky Security found and classified as
infected or number of found legitimate software files, which were not
excluded from the real-time protection and on-demand tasks scope and

were classified as riskware.

Probably infected objects

detected

Number of objects found by Kaspersky Security to be probably

infected.

Objects not disinfected

Number of objects which Kaspersky Security did not disinfect for

the following reasons:
1 The type of detected object cannot be disinfected:;

1 An error occurred during disinfection.

Objects not moved to

guarantine

The number of objects that Kaspersky Security attempted to
guarantine but was unable to do so, for example, due to

insufficient disk space.

Objects not removed

The number of objects that Kaspersky Security attempted but
was unable to delete, because, for example, access to the object

was blocked by another application.

Objects not scanned

The number of objects in the protection scope that Kaspersky
Security failed to scan because, for example, access to the

object was blocked by another application.

Objects not backed up

The number of objects the copies of which Kaspersky Security
attempted to save in Backup but was unable to do so, for

example, due to insufficient disk space.

Processing errors

Number of objects whose processing resulted in an error.

Objects disinfected

Number of objects disinfected by Kaspersky Security.
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Field Description

Moved to quarantine Number of objects quarantined by Kaspersky Security.

Moved to Backup The number of object copies that Kaspersky Security saved to
Backup.

Objects removed Number of objects deleted by Kaspersky Security.

Password-protected Number of objects (archives, for example) that Kaspersky

objects Security missed because they were password protected.

Corrupted objects The number of objects skipped by Kaspersky Security as their
format was corrupted.

Objects processed Total number of objects processed by Kaspersky Security.

Configuring the Real-Time File Protection
task settings

By default, the Real-Time File Protection system task uses the settings described in the table below.

You can change the values of these settings.

Table 21. Default Real-Time File Protection task settings
Setting Default value Description
Protection scope The entire server, excluding | You can limit the protection scope.

virtual drives
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Setting

Default value

Description

Security level

Common settings for the
entire protection scope;
corresponds to the
Recommended security

level.

For nodes selected in the server file

resources tree, you can:
1 Apply a different pre-defined security level
1 Edit the security level manually

1 Save security settings of the selected node
as a template for later application to a

different node

Protection mode

On access and modification

You can select protection mode, i.e. define
type of access at which Kaspersky Security

will scan objects.

Heuristic Analyzer

The Medium security level

is applied.

The Heuristic Analyzer can be enabled or

disabled and the analysis level configured.

Trusted zone

Used

If Add objects using a
not-a-virusRemoteAdmin*
mask to exclusions list
and Add Microsoft
recommended files to
exclusions list have been
selected during Kaspersky
Security installation, the
remote administration
programs RemoteAdmin
and files recommended by

Microsoft are excluded.

General list of exclusions which can be

used in selected tasks.

KSN Usage

services

Used

You can improve your computer's
protection using the Kaspersky Security

Network infrastructure of cloud services.
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Setting Default value Description

Filling the list of Not applied You can enable the addition of computers

untrusted hosts showing malicious activity into the list of

untrusted hosts in the Untrusted Hosts
Blocking task.

Task launch At application start You can configure the settings of

schedule scheduled startup of the task.

3 To configure the Real-Time File Protection task settings, take the following steps:

1.

In the Kaspersky Security Console tree, expand the Real-Time Protection node.
Select the Real-Time File Protection subnode.

In the details pane of the Real-Time File Protection node, on the Overview and

management tab click the Properties link.
The Task settings window opens.
Configure the following task settings:

1 Onthe General tab:
9 Protection mode (see section "Selecting protection mode" on page 123);
9 Using the Heuristic Analyzer (see page 124);

9 Settings of integration with other Kaspersky Security components (see section "Task

integration with other components of Kaspersky Security" on page 125).
I Onthe Schedule and Advanced tabs:

I Scheduled task launch settings (see section "Configuring the task launch schedule

settings" on page 104).

. Click OK in the Task settings window.

The modified settings are saved.

In the details pane of the Real-Time File Protection node, select the Protection scope

settings tab.
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7.

8.

Do the following:

1 Inthe tree of file resources of the server, select the nodes that you want to be included in
the task protection scope (see section "About the protection scope in the Real-Time File
Protection task" on page 131).

1 Select one of the pre-defined security levels (see section "Selecting pre-defined security
levels" on page 137) or configure the object protection settings manually (see section

"Configuring security settings manually" on page 139).

In the context menu of the task name, select Save task.

Kaspersky Security immediately applies the new values of settings to the running task.

Information about the date and time when the settings were modified and the values of task

settings before and after modification are saved in the task log.

Selecting protection mode

In the Real-Time File Protection task, the protection mode can be selected. The Objects protection

mode section lets you specify the type of access to objects upon which Kaspersky Security should

scan the objects.

The Objects protection mode setting has the common value for the entire protection scope

specified in the task. You cannot specify different values for the setting for individual nodes within the

protection scope.

3 To select protection mode, take the following steps:

1.

2.

In the Kaspersky Security Console tree, expand the Real-Time Protection node.
Select the Real-Time File Protection subnode.

Click the Properties link in the details pane.

The Task settings window opens.

In the window that opens, open the General tab and select the protection mode that you want

to set:
1 Smart mode.

Kaspersky Security selects objects to be scanned on its own. The object is
scanned on being opened and then again after being saved if the object has

been modified. If multiple calls to the object were made by the process while
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it was running and if the process modified it, Kaspersky Security rescans the
object only after the object was saved by the process for the last time.

f On access and modification.

Kaspersky Security scans the object when it is opened and rescans after it is
saved if the object was modified.

This option is selected by default.
1 On access.

Kaspersky Security scans all objects when they are opened for reading or for

execution or modification.
T When run.

Kaspersky Security scans the file only when it is accessed to be executed.
5. Click OK.

The selected protection mode will take effect.

Using the Heuristic Analyzer

In the Real-Time File Protection task, you can use the Heuristic Analyzer and configure the level of
analysis.

3 To configure the Heuristic Analyzer:

1. Inthe Kaspersky Security Console tree, expand the Real-Time Protection node.
2. Select the Real-Time File Protection subnode.
3. Click the Properties link in the details pane.
The Task settings window opens on the General tab.
4. Clear or select the Use Heuristic Analyzer check box.
5. If necessary, adjust the level of analysis using the slider.

The slider allows you to adjust the heuristic analysis level. The scanning

intensity level sets the balance between the thoroughness of searches for
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threats, the load on the operating system's resources and the time required

for scanning.
The following scanning intensity levels are available:

9 Light. Heuristic analyzer performs fewer operations found inside
executable files. The probability of threat detection in this mode is

somewhat lower. Scanning is faster and less resource-intensive.

1 Medium. Heuristic Analyzer performs the number of instructions found

within executable files recommended by the experts of Kaspersky Lab.
This level is selected by default.

1 Deep. Heuristic analyzer performs more operations found in executable
files. The probability of threat detection in this mode is higher. The scan
uses up more system resources, takes more time, and can cause a

higher number of false alarms.

The slider is available if the Use Heuristic Analyzer check box is selected.
6. Click OK.

The newly configured settings are applied.

Task integration with other Kaspersky Security
components

In the Real-Time File Protection task, you can configure the settings of task integration with other

functional components of Kaspersky Security.

To start the KSN Usage task, you must accept the KSN Statement.

The KSN Usage task does not start automatically at startup of Kaspersky Security by default.
You can manually run the task (see section "Starting and stopping the KSN Usage task" on

page 152) or schedule its launch (see section "Configuring the KSN Usage task" on page 153).

3 To configure interaction between the Real-Time File Protection task and other
application components, take the following steps:

1. Inthe Kaspersky Security Console tree, expand the Real-Time Protection node.
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2. Select the Real-Time File Protection subnode.
3. Click the Properties link in the details pane.
The Task settings window opens on the General tab.

4. Inthe Integration with other Kaspersky Security components section, configure the
following settings:

9 Select or clear the Apply Trusted zone check box.

This check box enables / disables use of the trusted zone for a task.

If the check box is selected, Kaspersky Security adds file operations of
trusted processes to the scan exclusions configured in the task settings.

If the check box is cleared, Kaspersky Security disregards the file operations
of trusted processes when forming the protection scope for the Real-Time

File Protection task.

The check box is selected by default.
9 Select or clear the Use KSN for protection check box.
This check box enables / disables the use of Kaspersky Security Network

(KSN) cloud services in the task.

If the check box is selected, the application uses data received from KSN
services to ensure a faster response time by the application to new threats

and reduce the likelihood of false positives.

If the check box is cleared, the Real-Time File Protection task does not use

KSN service.

The check box is selected by default.
9 Select or clear the List hosts showing malicious activity as untrusted check box.

This check box enables / disables the option that blocks computers, which
show encryption activity during Anti-Cryptor tasks and Real-Time File

Protection tasks, from accessing network file resources.
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If the check box is selected, the application blocks access to the protected
network attached storage for computers showing malicious activity. The list
of blocked computers is shown in the details pane of the Untrusted Hosts
Blocking node. You can specify for how long computers should be blocked

in the properties of the Untrusted Hosts Blocking task.

If the check box is cleared, the application does not block access to the
protected network attached storage for computers showing malicious

activity.

The check box is cleared by default.
5. Click OK.

The newly configured settings are applied.

List of file extensions scanned by default in the
Real-Time File Protection task

Kaspersky Security scans files with the following extensions by default:

1 386;

1 acm;

1 ade, adp;
1 asp;

{ asx;

1 ax

1 bas;

1 Dbat;

1 bin;

1 chm;

1 cla, clas*;

1 cmd;
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 com;

 crt;

1 di

1 dpl;

1 drv;

1 dvb;

T dwg;
1 efi

T emf;

1 eml

{ exe;

1 fon;

T fom;

1 hip;

1 hta;

T htm, html*;
1 htt;

M1 ico;

T inf;

T ini;

1 ins;

T isp;

T ipg. jpe;
1 s, jse;

1 Ink;
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1 mbx;
{ msc;
1 msg;
1 msi
1 msp;
1 mst;
I nws;
1 ocx;
1 oft
 otm;
T pcd;
1 pdf;
T php;
1 pht;
1 phtm*;
1 pif;

T plg;
' png;
T pot;
T prf;
' pro;
1 reg;
1 rsc;
q rtf;

1 scf;

{ scr;
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1 sct;

1 shb;
M1 shs;
1 sht;

T shtm*;
1 swif
T sys;
1 the;
1 them*,
T tsp;

1 url;

T vb;

1 vbe;
M1 vbs;
1 wvxd;
1T wma;
T wmf;
1 wmv;
 wsc;
1 wsf;
1 wsh;
1 do?;
1 md?;
1 mp?
1 ov?;

1 pp?
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 vs?;

T xI?.

Protection scope in the Real-Time File
Protection task

This section provides instructions on creating and managing a protection scope in the Real-Time File

Protection task.

In this section
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Pre-defined proteCtion SCOPES......ccciiiiiiiiie et e e e e e e e e e a e ae e 132
Creating the ProteCtiON SCOPE .......ovuviiiiii e e e e e s e e e e e e e e e et e s e e aeaeannnes 133
VirtUal ProtECION SCOPE... . it e et e e e e e e e e e et e e e e e e e e e aerra s 134
Creating a virtual ProteCiON SCOPE .....uuu e e et e et e e e e e e e e e e e e e e e e e e e e e e aeaaennees 135
Security settings of the selected node in the Real-time file protection task..................ccceeeees 136
Selecting pre-defined SECUrity IEVEIS ... 137
Configuring security Settings Manually ..........ooooiiiiiiii 139

About the protection scope in the Real-Time File
Protection task

By default, the Real-Time File Protection task protects all objects of the server file system. If there is
no security requirement to protect all objects of the file system, you can limit the scan to the

protection scope.

In Kaspersky Security Console, the protection scope is displayed as a tree of the server file

resources that Kaspersky Security can control.

Server file resource tree nodes are displayed as follows:

Real-Time Protection

131



The node is included in the protection scope.
0 The node is excluded from the protection scope.

B At least one of the subnodes of this node is excluded from the protection scope, or the security

settings of the subnode(s) differ from that of this node.

The B icon is displayed if all subnodes are selected, but the parent node is not selected. In this
case, changes in the composition of files and folders of the parent node are disregarded
automatically when the protection scope for the selected subnode is being created.

The names of the virtual nodes in the protection scope are displayed in blue font.

Pre-defined protection scopes

To view the tree of server file resources click Protection scope settings link in the details pane of

the Real-Time File Protection node.

The file resources tree displays the nodes to which you have read-access based on the

configured security settings of Microsoft Windows.

The server file resources tree contains the following pre-defined protection scopes:
9 Local hard drives. Kaspersky Security protects files on the server hard drives.

1 Removable drives. Kaspersky Security protects files on external devices, such as CDs or
USB drives. All removable disks, individual disks, folders or files can be included in or

excluded from the protection scope.

1 Network. Kaspersky Security protects files that are written to network folders or read from
them by applications running on the server. Kaspersky Security does not protect files when

such files are accessed by applications from other computers.

9 Virtual drives. Dynamic folders and files and drives that are temporarily connected to the

server can be included in the protection scope, for example, common cluster drives.

By default, the protection scope includes all predefined areas except virtual drives.
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Virtual drives created using a SUBST command are not displayed in the server file resource tree
in the Kaspersky Security Console. To include objects on the virtual drive in the protection
scope, include the server folder with which this virtual drive is associated in the protection scope.

Connected network drives will also not be displayed in the server file resources tree. To include
objects on network drives in the protection scope, specify the path to the folder which
corresponds to this network drive in UNC format.

Creating protection scope

3 To create protection scope, take the following steps:

1.

2.

In the Kaspersky Security Console tree, expand the Real-Time Protection node.
Select the Real-Time File Protection subnode.

In the details pane of the Real-Time File Protection node click the Configure protection

scope link.

The Protection scope settings window opens.

Open the drop-down list in the window upper left sector and select Tree-view.
Maximize the tree of the server file resources to display all nodes and do the following:

1 To exclude individual nodes from the protection scope, clear check boxes next to the

names of these nodes.

1 To include individual nodes in the protection scope, clear the My computer check box

and do the following:

9 ifall drives of one type are to be included in the protection scope, select the check box
opposite the name of the required disk type (for example, to add all removable drives

on the server, select the Removable drives check box);

9 if anindividual disk of a certain type is to be included in the protection scope, expand
the node that contains the list of drives of this type and check the box next to the name
of the required drive. For example, in order to select removable drive F:, expand node

Removable drives and check the box for drive F:;

1 if you would like to include a only single folder or file only on the drive, select the check

box next to the name of that folder or file.
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6. Click the Save button.

The newly configured settings are saved.

You can also create a protection scope by the Add button, that is available in the List-view
mode.

The task Real-Time File Protection can be started if at least one of the server file resource tree

nodes is included in the protection scope.

If a complex protection scope is specified, for example, if different security values for settings for
multiple nodes in the server file resource tree are specified, this may slow the scanning of
objects when they are accessed.

About virtual protection scope

Kaspersky Security can scan not only existing folders and files on hard and removable drives, but
also drives that are connected to the server temporarily, for example common cluster drives and

folders and files that are dynamically created on the server by various applications and services.

If all server objects are included in the protection scope, these dynamic nodes will automatically be
included in the protection scope. However, if you want to specify special values for the security
settings of these dynamic nodes or if you have selected not the entire server for Real-Time
Protection, but discrete areas of it, then in order to include dynamic drives, files or folders in the
protection scope, you will first have to create them in Kaspersky Security Console: that is, specify the
virtual protection scope. The drives, files and folders created will exist only in Kaspersky Security

Console, but not in the file structure of the protected server.

If, while creating a protection scope, all subfolders or files are selected without the parent folder
being selected, then all dynamic folders or files which will appear in it will not automatically be
included in the protected scope. "Virtual copies" of these should be created in Kaspersky Security

Console and added to the protection scope.
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Creating a virtual protection scope

You can expand the protection / scan scope by adding individual virtual drives, folders, or files

only if the protection / scan scope is presented as a tree of file resources.

3 To add a virtual drive to the protection scope, take the following steps:

1.

In the Kaspersky Security Console tree, expand the Real-Time Protection node.

Select the Real-Time File Protection subnode.

In the details pane of the Real-Time File Protection node click the Configure protection

scope link.
The Protection scope settings window opens.
Open the drop-down list in the window upper left sector and select Tree-view.

Open the context menu of the Virtual drives and in the list of names available select the

name for the virtual drive that is being created.

Check box next to the drive added to include the drive in the protection scope.

In the context menu of the task name, select Save task.

The modified task settings are saved.

3 To add a virtual folder or virtual file to the protection scope, take the following steps:

1.

In the Kaspersky Security Console tree, expand the Real-Time Protection node.

. Select the Real-Time File Protection subnode.

In the details pane of the Real-Time File Protection node click the Configure protection

scope link.
The Protection scope settings window opens.

Open the drop-down list in the window upper left sector and select Tree-view.
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5. Open the context menu for the virtual drive to which you want to add a folder or a file, and

select one of the following options:
1 Add virtual folder if you want to add a virtual folder to the protection scope.
1 Add virtual file if you want to add a virtual file to the protection scope.
6. Inthe entry field specify the name of the folder or file.
When specifying the file name, a mask can be used with the special symbols * and ?.

7. Inthe line containing the name of the created folder or file, select the check box to include the

folder or file in the protection scope.
8. In the context menu of the task name, select Save task.

The modified task settings are saved.

Security settings of the selected node in the
Real-Time File Protection task

In the Real-Time File Protection task, the default values of security settings can be modified by
configuring them as common settings for the entire protection or scan scope, or as different settings

for different nodes in the server file resource tree.

Security settings configured for the selected parent node are automatically applied to all subnodes.

The security settings of the parent node are not applied to subnodes that are configured separately.
The settings for a selected scan scope can be configured using one of the following methods:

9 Select one of three pre-defined security levels (Maximum performance, Recommended or

Maximum protection).

1 Manually change the security settings for the selected nodes in the tree of the server's file

resources (the security level changes to Custom).

A set of node settings can be saved in a template in order to be applied later to other nodes.
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Selecting pre-defined security levels

One of the following pre-defined security levels for the nodes selected in the server file resources
tree can be applied: Maximum performance, Recommended, and Maximum protection. Each of

these levels contains its own pre-defined set of security settings (see the table below).
Maximum performance

The Maximum performance security level is recommended if, apart from using Kaspersky Security
on servers and workstations, there are additional computer security measures on your network, for

example, firewalls are set up, network users comply with existing security policies.
Recommended

The Recommended security level ensures an optimum combination of protection quality and
degree of impact on the performance of protected servers. This level is recommended by Kaspersky
Lab experts as sufficient for protection of file servers on most corporate networks. The

Recommended security level is set by default.
Maximum Protection

The Maximum protection security level is recommended if you have higher requirements for

computer security on your organization's network.

Table 22. Pre-defined security levels and corresponding setting values

Options Security level
Maximum Recommended Maximum
performance Protection
Objects protection By extension By format By format
Optimization Enabled Enabled Disabled

Action to be performed with

infected objects

Disinfect, delete if
disinfection is

impossible

Disinfect, delete if
disinfection is

impossible

Disinfect, delete if
disinfection is

impossible

Action to be performed on

infected objects

Quarantine

Quarantine

Quarantine
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Options

Security level

Maximum Recommended Maximum
performance Protection
Exclude objects No No No
Do not detect No No No
Stop scanning if it takes longer | 60 sec. 60 sec. 60 sec.
than (sec.)
Do not scan compound objects | 8 MB 8 MB Not set
larger than (MB)
Scan alternate NTFS streams Yes Yes Yes
Boot sectors of drives and Yes Yes Yes

MBR

Compound objects protection

1 Packed objects*

1 New and modified

objects only

SFX archives*
Packed objects*

Embedded
OLE-objects*

New and modified

objects only

1 SFX archives*
1 Packed objects*

1 Embedded
OLE-objects*

*All objects

The Objects protection, Use iChecker technology, Use iSwift technology, and Use

Heuristic Analyzer settings are not included in the settings of the pre-defined security levels. If

you edit the Objects protection, Use iChecker technology, Use iSwift technology, or Use

heuristic analyzer security settings after selecting one of the preset security levels, the security

level that you have selected will not change.

3 To select one of the preset security levels, take the following steps:

1. Inthe Kaspersky Security Console tree, expand the Real-Time Protection node.

2. Select the Real-Time File Protection subnode.
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3. Inthe details pane of the Real-Time File Protection node click the Configure protection

scope link.
The Protection scope settings window opens.
4. Select the node to set the pre-defined security level.
5. Make sure that this node is included in the protection scope.
6. Inthe Security level tab select the security level to be applied in the list.

The window displays the list of security values for settings which correspond to the security

level selected.
7. Inthe context menu of the task name, select Save task.

Kaspersky Security immediately applies the new values of settings to the running task.
Information about the date and time when the settings were modified and the values of task

settings before and after modification are saved in the task log.

Configuring security settings manually

By default, the Real-Time File Protection task uses common security settings for the entire protection
scope. Their values correspond to those of the Recommended pre-defined security level (see

section "Selecting pre-defined security levels" on page 137).

The default values of security settings can be modified by configuring them as common settings for

the entire protection scope, or as different settings for different nodes in the server file resource tree.

Kaspersky Security does not analyze archives created with some types of compression
algorithms. For detailed information regarding working with archives see the application page in

the Knowledge Base.

3 To configure the security settings of the selected node manually, take the following
steps:

1. Inthe Kaspersky Security Console tree, expand the Real-Time Protection node.
2. Select the Real-Time File Protection subnode.

3. Inthe details pane of the Real-Time File Protection node click the Configure protection

scope link.
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The Protection scope settings window opens.
4. In the left window section select the node to configure security settings.

A predefined template containing security settings can be applied for a selected protection
scope (see section "About templates of security settings" on page 113).

5. Configure the required security settings of the selected node in accordance with your

requirements. To do this, perform the following actions:
1 On the General tab, configure the following settings, if necessary:

In the Objects protection section, specify the objects that you want to include in the
protection scope:

1 All objects.
Kaspersky Security scans all objects.
I Objects scanned by format.
Kaspersky Security scans only infectable objects based on file format.

Kaspersky Lab compiles the list of formats. It is included in the Kaspersky

Security databases.

I Objects scanned according to list of extensions specified in anti-virus

database.
Kaspersky Security scans only infectable objects based on file extension.

Kaspersky Lab compiles the list of extensions. It is included in the Kaspersky

Security databases.
1 Objects scanned by specified list of extensions.

Kaspersky Security scans files based on file extension. List of file extensions
can be manually customized in the List of extensions window, which can be

opened by clicking Edit button.
1 Boot sectors of drives and MBR;
Enables protection of boot sectors and master boot records.

If the check box is selected, Kaspersky Security scans boot sectors and
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master boot records on hard drives and removable drives of the server.

The check box is selected by default.

1 Scan alternate NTFS streams.

Scanning of alternate file and folder threads on the NTFS file system drives.

If the check box is selected, Kaspersky Security scans additional file and

folder threads.

The check box is selected by default.

In the Performance section, select or clear the check box:

1 Scan only new and modified files.

This check box enables / disables scanning and protection of files that have
been recognized by Kaspersky Security as new or modified since the last

scan.

If the check box is selected, Kaspersky Security scans and protects only the

files that it has recognized as new or modified since the last scan.
If the check box is cleared, Kaspersky Security scans and protects all files.

By default, the check box is selected for the Maximum performance
security level. If the Recommended or Maximum protection security level

is set, the check box is cleared.

In the Compound objects protection section, specify the compound objects that you

want to include in the protection scope:

1 All/Only new archives;
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Scanning of ZIP (except BZip2, LZMA, PPMd compression algorithms),
CAB, RAR, ARJ archives and other archive formats.

If this check box is selected, Kaspersky Security scans archives.

If this check box is cleared, Kaspersky Security skips archives during

scanning.

The default value depends on the selected security level.



T All/Only new SFX archives;
Scanning of archives that contain an extraction module.
If this check box is selected, Kaspersky Security scans SFX archives.

If this check box is cleared, Kaspersky Security skips SFX archives during

scanning.

The default value depends on the selected security level.

This option is active when the Archives check box is cleared.
1 All/Only new mail databases;

Scanning of Microsoft Outlook and Microsof
database files.

If this check box is selected, Kaspersky Security scans mail database files.

If this check box is cleared, Kaspersky Security skips mail database files

during scanning.
The default value depends on the selected security level.
1 All/Only new packed objects;

Scanning of executable files packed by binary code packers, such as UPX or
ASPack.

If this check box is selected, Kaspersky Security scans executable files

packed by packers.

If this check box is cleared, Kaspersky Security skips executable files packed

by packers during scanning.
The default value depends on the selected security level.
1 All/Only new plain mail;

Scanning of files of mail formats, such as Microsoft Outlook and Microsoft

Outlook Express messages.
If this check box is selected, Kaspersky Security scans files of mail formats.

If this check box is cleared, Kaspersky Security skips files of mail formats
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during scanning.
The default value depends on the selected security level.
1 All/Only new embedded OLE objects.

Scanning of objects embedded into files (such as Microsoft Word macros, or

email message attachments).

If this check box is selected, Kaspersky Security scans objects embedded

into files.

If this check box is cleared, Kaspersky Security skips objects embedded into

files during scanning.

The default value depends on the selected security level.

You can choose to protect all or only new compound objects if the Protect only new
and modified files check box is selected. If the Protect only new and modified
files check box is cleared, Kaspersky Security protects all of the specified compound

objects.

1 On the Actions tab, configure the following settings, if necessary:
9 Select the action to be performed on infected objects;
I Select the action to be performed on probably infected objects;

1 Configure actions to be performed on objects depending on the type of object

detected.
1 On the Performance tab, configure the following settings, if necessary:
In the Exclusions section:
T Exclude files;
Excluding files from scanning by file name or file name mask.

If this check box is selected, Kaspersky Security skips specified objects

during scanning.

If this check box is cleared, Kaspersky Security scans all objects.
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The check box is cleared by default.
1 Do not detect.

Objects are excluded from scanning by the name or name mask of the
detectable object. For example, you can exclude remote administration
utilities by the mask not - a- virus:RemoteAdmin* . The list of names of

detectable objects is available on the Virus Encyclopedia website.

If this check box is selected, Kaspersky Security skips specified detectable
objects during scanning.

If the check box is cleared, Kaspersky Security detects all objects specified in

the application by default.

The check box is cleared by default.

In the Advanced settings section:

I Stop scanning if it takes longer than (sec.).
Limits the duration of object scanning. The default value is 60 seconds.
If the check box is cleared, scan duration is limited to the specified value.
If the check box is cleared, scan duration is unlimited.
The check box is selected by default.

1 Do not scan compound objects larger than (MB).

Excludes objects larger than the specified size from the scanning. The
default value is 8 MB.

If the check box is selected, Kaspersky Security skips compound objects
whose size exceeds the specified limit during virus scan.

If this check box is cleared, Kaspersky Security scans compound objects of
any size.

By default, the check box is selected for the Recommended and Maximum
performance security levels.

I UseiChecker technology;

Scanning of only new files and those modified since the last scan.
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If the check box is selected, Kaspersky Security scans only new files or those
modified since the last scan.

If the check box is cleared, Kaspersky Security scans files without regard for
the date of file creation or modification.

The check box is selected by default.
1 Use iSwift technology.

Scanning of only new files and those modified since the last scan of NTFS
system objects.

If the check box is selected, Kaspersky Security scans only new files or those
modified since the last scan of NTFS system objects.

If the check box is cleared, Kaspersky Security scans NTFS system files
without regard for the date of file creation or modification.

The check box is selected by default.
6. Click the Save button.

The newly configured settings are saved.

Script Monitoring

This section contains information about the Script Monitoring task and how to configure it.

In this section

About the Script MONItONNG tASK.....cccooiiiiee e 145
Configuring Script Monitoring task SEtHNGS. .........uiiii e eeeeeeeees 146
Script Monitoring task STALISTICS .......coovviiieeee e 149

About the Script Monitoring task

When the Script Monitoring task is running, Kaspersky Security controls the execution of scripts

created using Microsoft Windows Script Technologies (or Active Scripting) such as VBScript or

JScripteE. Kaspersky Security allows script execut

Real-Time Protection

145



Kaspersky Security blocks the execution of a script that has been found to be dangerous. If
Kaspersky Security identifies the script as potentially dangerous, it blocks or allows the execution of

the script, in accordance with your selected action.
By default, the Script Monitoring task is automatically started at Kaspersky Security startup.

By default, the Script Monitoring component is not installed on the server as part of the application
because the Script Monitoring task could lead to errors in the server's operation.

Use of this component may reduce the protection of the server and Kaspersky Lab experts

advise against it except in special cases.

If you want to use the Script Monitoring component, you must manually select it in the list of installed

components during installation of Kaspersky Security.

Detailed information about selecting application components during installation is provided in the
Kaspersky Security 10 for Windows Server Installation Guide.

You can configure the Script Monitoring task settings (see section "Configuring the Script Monitoring

task settings" on page 146).

The Script Monitoring component is available as a part of the following application solutions:
Kaspersky Security Select, Kaspersky Security Basic, Kaspersky Security Advanced, Kaspersky
Security Total, Kaspersky Security for File Servers, and Kaspersky Security for Storages (see

section "About available Kaspersky Security solutions" on page 40).

Configuring Script Monitoring task settings

The Script Monitoring system task uses the default settings described in the table below. You can

change the values of these settings.
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Table 23. Default Script Monitoring task settings

Setting Default Description

value
Execution of Blocked Kaspersky Security always blocks the execution of scripts that
dangerous have been recognized as dangerous.
scripts
Execution of Blocked You can specify the actl.on to be performed on. detectlgn of
probably probably dangerous scripts: block or allow their execution.
dangerous
scripts
Heuristic The Medium The Heuristic Analyzer can be enabled or disabled and the
Analyzer security level is | analysis level configured.

applied.
Trusted zone | Used General list of exclusions which can be used in selected

tasks.

3 To configure a Script Monitoring task:

1. Inthe Kaspersky Security Console tree, expand the Real-Time Protection node.

2. Select the Script Monitoring subnode.

3. Click the Properties link in the details pane of the node.

The Task settings window opens on the General tab.

4. Inthe Action to perform on probably dangerous scripts section, do one of the following:

I To allow execution of probably dangerous scripts, select Allow.

Kaspersky Security allows execution of a probably dangerous script.

9 To prohibit execution of probably dangerous scripts, select Block.
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5. Inthe Heuristic Analyzer section, do one of the following:

9 Clear or select the Use Heuristic Analyzer check box.

This check box enables / disables Heuristic Analyzer during object scanning.
If the check box is selected, Heuristic Analyzer is enabled.
If the check box is cleared, Heuristic Analyzer is disabled.

The check box is selected by default.

1 If necessary, adjust the level of analysis using the slider.
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The slider allows you to adjust the heuristic analysis level. The scanning
intensity level sets the balance between the thoroughness of searches for
threats, the load on the operating system's resources and the time required

for scanning.
The following scanning intensity levels are available:

1 Light. Heuristic analyzer performs fewer operations found inside
executable files. The probability of threat detection in this mode is

somewhat lower. Scanning is faster and less resource-intensive.

I Medium. Heuristic Analyzer performs the number of instructions found

within executable files recommended by the experts of Kaspersky Lab.

This level is selected by default.



1 Deep. Heuristic analyzer performs more operations found in executable
files. The probability of threat detection in this mode is higher. The scan
uses up more system resources, takes more time, and can cause a

higher number of false alarms.

The slider is available if the Use Heuristic Analyzer check box is selected.
6. Inthe Trusted zone section, select or clear the Apply trusted zone check box.

This check box enables / disables use of the trusted zone for a task.

If the check box is selected, Kaspersky Security adds file operations of

trusted processes to the scan exclusions configured in the task settings.

If the check box is cleared, Kaspersky Security disregards the file operations
of trusted processes when forming the protection scope for the Real-Time
File Protection task.

The check box is selected by default.
7. Click OK.

The newly configured settings are applied.

Script Monitoring task statistics

While the Script Monitoring task is running, you can view information about the number of scripts

processed by Kaspersky Security from the time when the task was started until now.

3 To view Script Monitoring task statistics:

1. Inthe Kaspersky Security Console tree, expand the Real-Time Protection node.

2. Select the Script Monitoring subnode.

Current task statistics are displayed on the Overview and management tab of the details pane

of the node in the Statistics section.

You can view information about objects processed by Kaspersky Security since the task was started

(see the table below).
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Table 24. Script Monitoring task statistics

Field Description

Scripts blocked Number of scripts, execution of which was blocked by Kaspersky
Security.

Dangerous scripts Number of dangerous scripts detected.

detected

Probably dangerous Number of probably dangerous scripts detected.

scripts detected

Processed scripts Total number of processed scripts.

KSN Usage

This section contains information about the KSN Usage task and how to configure it.

In this section

ADOUL the KSN USBQE TASK......eeiiiiiiiiiiiiiiiiiiieieib it eeeeeeennne 150
Starting and stopping the KSN Usage task...........oooooiiiiii 152
Configuring the KSN USage task ... 153
KSN USAQE TASK STALISTICS ... 156

About the KSN Usage task

Kaspersky Security Network (KSN) is an infrastructure of online services providing access to
Kaspersky Lab's operative knowledge base on the reputation of files, web resources and programs.
Kaspersky Security Network allows Kaspersky Security to react very promptly to new threats,
improves the performance of several protection components, and reduces the likelihood of false

positives.
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To start the KSN Usage task, you must accept the KSN Statement.

The KSN Usage task does not start automatically at startup of Kaspersky Security by default.
You can manually run the task (see section "Starting and stopping the KSN Usage task" on
page 152) or schedule its launch (see section "Configuring the KSN Usage task" on page 153).

Information received by Kaspersky Security from Kaspersky Security Network pertains only to

the reputation of programs.

Participation in KSN allows Kaspersky Lab to receive real-time information about types and sources
of new threats, develop ways to neutralize them, and reduce the number of false positives in

application components.

When KSN is in use, certain statistics obtained from Kaspersky Security are automatically sent to

Kaspersky Lab.

Personal data is not collected, processed, or stored. More detailed information about the
collection, processing, storage, and destruction of information about application usage is
available in the KSN Statement on the KSN Statement tab in the properties window of the KSN

Usage task, and on Kaspersky Lab's website http://www.kaspersky.com/privacy.

Participation in Kaspersky Security Network is voluntary. The decision to participate in Kaspersky
Security Network is taken after Kaspersky Security is installed. You can change your decision at any
moment (see section "Starting and stopping the KSN Usage task" on page 152).

Kaspersky Security Network can be used in the following Kaspersky Security tasks:

1 Real-Time File Protection (see section "Configuring the Real-Time File Protection task

settings" on page 120).

1 On-Demand Scan (see section "Configuring the On-Demand Scan task settings" on

page 202).

1 Applications Launch Control (see section "Configuring Applications Launch Control task

settings" on page 166).
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ICAP-Network Storage Protection.

Kaspersky Security cannot delete or block files used by an ICAP-Network Storage,
because the application does not have direct access to the network directories of the
storage system when an untrusted conclusion is received from KSN services.

Information about receiving an untrusted verdict is recorded in the KSN Usage task log.

RPC-Network Storage Protection

The KSN Usage component is available as part of the following application solutions: Standard

Kaspersky Security, Basic Kaspersky Security, Extended Kaspersky Security, Kaspersky Security

Total, Kaspersky Security for File Servers, and Kaspersky Security for Data Storage Systems (see

section "About available Kaspersky Security solutions" on page 40).

Starting and stopping the KSN Usage task

The KSN Usage task does not start automatically at startup of Kaspersky Security by default. You

can start the task manually.

3 To start the KSN Usage task:

1.

2.

In the Kaspersky Security Console tree, expand the Real-Time Protection node.
Select the KSN Usage subnode.
Click the Properties link in the details pane.

The Task settings window opens on the General tab.

. Select the KSN Statement tab.

Select the | accept KSN Statement check box if you agree with the terms and conditions of
the Kaspersky Security Network Statement and want to enable KSN.

If you clear the | accept KSN Statement check box when running the KSN Usage task,
the latter will be stopped.

Click OK.

The modified task settings are saved.
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7. Inthe Management section of the details pane of the KSN Usage node, click the Start link.

The KSN Usage task starts.

The KSN Usage task cannot be started if you do not accept the KSN Statement. Before starting

the task, make sure that the | accept KSN Statement check box is selected.

3 To stop the KSN Usage task:

1. Inthe Console tree, expand the Real-Time Protection node.
2. Select the KSN Usage subnode.
3. Inthe Management section of the details pane of the KSN Usage node, click the Stop link.

The KSN Usage task is stopped.

Configuring the KSN Usage task

The KSN Usage task has the following default settings described in the table below. You can change

the values of these settings.

Table 25. Default KSN Usage task settings

Setting Default Description
value

Action to Delete You can specify actions that Kaspersky Security will take on

perform on objects identified by KSN as infected.

infected

objects

Performance The file You can specify the maximum size of files for which a
checksum checksum is calculated using the MD5 algorithm for delivery

(MD5 hash) is | to KSN. If the check box is cleared, Kaspersky Security
calculated for calculates the MD5 hash for files of any size.

files that do
not exceed 2

MB in size.
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Setting Default Description
value
KSN Statement The | accept You can change your decision about whether to use KSN at
KSN any moment.
Statement
check box is
clear.
Task launch Firstrunis not | The KSN Usage task does not start automatically at startup of
schedule scheduled. Kaspersky Security. You can run the task manually or
configure a scheduled launch.

3 To configure the KSN Usage task take the following steps:

1. Inthe Kaspersky Security Console tree, expand the Real-Time Protection node.
2. Select the KSN Usage subnode.
3. Click the Properties link in the details pane.

The Task settings window opens on the General tab.
4. Configure the task:

1 Inthe Action to perform on infected objects section, specify the action that Kaspersky
Security will take if it detects an object identified by KSN as infected:
 Remove.

Kaspersky Security deletes the object with KSN infected status and places a

copy of it in Backup.
This option is selected by default.
1 Log information.

Kaspersky Security records information about the object with KSN infected

status in the task log. Kaspersky Security does not delete the infected object.
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9 Inthe Performance section, restrict the size of files for which the checksum is calculated:

a. Clear or select the Do not calculate checksum for sending to KSN if
the file size exceeds (MB) check box.

This check box enables or disables calculation of the checksum for files of
the specified size for delivery of this information to the KSN service.

The duration of the checksum calculation depends on the file size.

If this check box is selected, Kaspersky Security does not calculate the

checksum for files that exceed the specified size (in MB).

If the check box is cleared, Kaspersky Security calculates the checksum for

files of any size.

The check box is selected by default.

b. If required, in the field to the right, specify the maximum size of files for
which Kaspersky Security calculates the checksum.
5. If required, configure a task launch schedule on the Schedule and Advanced tabs. For
example, you can enable task launch by schedule and specify the launch frequency of the At
application launch task if you want the task to run automatically when the computer is

restarted.

The application will automatically start the KSN Usage task by schedule.

The KSN Usage task cannot be started if you do not accept the KSN Statement. Before
starting the task, make sure that the | accept KSN Statement check box is selected on
the KSN Statement tab.

6. Click OK.

The modified settings are applied. The date and time of modifying the settings, as well as

information about the task settings before and after modification, are saved in the task log.
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KSN Usage task statistics

While the KSN Usage task is being executed, detailed information can be viewed in real time about

the number of objects processed by Kaspersky Security since it was started up till now. Information

about all events that occur during the task is recorded in the task log (see section "About task logs"

on page 278).

3 To view KSN Usage task statistics take the following steps:

1. Inthe Kaspersky Security Console tree, expand the Real-Time Protection node.

2. Select the KSN Usage subnode.

Current task statistics are displayed on the Overview and management tab of the details pane

in the Statistics section.

You can view information about objects processed by Kaspersky Security since the task was started

(see the table below).

Table 26. KSN Usage task statistics

Field

Description

File requests sent

Number of file reputation queries sent by Kaspersky Security to
KSN.

Untrusted conclusions

received

Number of objects classed as untrusted by KSN.

Request sending errors

Number of KSN requests whose processing resulted in a task

error.

Objects removed

Number of objects that Kaspersky Security deleted when running
the KSN Usage task.

Moved to Backup

The number of object copies that Kaspersky Security saved to

Backup.
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Field Description

Objects not removed The number of objects that Kaspersky Security attempted but
was unable to delete, because, for example, access to the object
was blocked by another application. Information about such

objects is recorded in the task log.

Objects not backed up The number of objects the copies of which Kaspersky Security

attempted to save in Backup but was unable to do so, for example,
due to insufficient disk space. The application does not disinfect or
delete files that it could not move to Backup. Information about

such objects is recorded in the task log.
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Server Control

This section provides information about Kaspersky Security features for controlling access to

network file resources and controlling applications started on the server.

In this section

Untrusted HOSES BIOCKING ... 158
ApPPlIcations LAUNCN CONTIOL. ... ...uuiiiiiiiiiiiiiiiiiib it nennne 162
Rule Generator for Applications Launch Control for Applications Launch Control ................... 173
Managing Applications Launch Control rUIES..........coooiieoiiiee e 182
AT G Y POEOT L.ttt 191

Untrusted Hosts Blocking

This section contains information about the Untrusted Hosts Blocking and instructions about how to

configure the settings of this task.

In this section

About the Untrusted HOStS BIOCKING TASK .........uuuiuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiiieeieeeeeeeeeeeeeeeennees 159
Running the Untrusted HOStS BIOCKING taSK..........coooiiiieiiieeee e 159
Editing the list of UNtrusted NOSES..........ouiii e 160
Configuring automatic unblocking of computer access to the server ...........cccciiiiiniieeeieenes 161
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About the Untrusted Hosts Blocking task

The Untrusted Hosts Blocking task protects the server on which Kaspersky Security is installed from
malware. The task blocks access to common server files for those hosts, which showed malicious or
encryption activity accessing network files resources during Real-Time File Protection or

Anti-Cryptor tasks executions.

Information about blocked hosts is available in the list of untrusted hosts (see section "Editing the list
of untrusted hosts" on page 160), which you can view by clicking the List of untrusted hosts link in
the Untrusted Hosts Blocking node.

The list of untrusted hosts is filled during execution of the Real-Time File Protection and Anti-Cryptor
tasks. Kaspersky Security does not block access to computers in the list if the Untrusted Hosts

Blocking is not running.

The Untrusted Hosts Blocking component is available as a part of the following application solutions:
Kaspersky Security Advanced, Kaspersky Security Total, Kaspersky Security for File Servers, and
Kaspersky Security for Storages (see section "About available Kaspersky Security solutions” on
page 40). The component is not available under subscription.

Running the Untrusted Hosts Blocking task

3 To enable the blocking of access to network file resources for computers showing
malicious or encryption activity:

1. Inthe Kaspersky Security Console tree, expand the Real-Time Protection node.
2. Select the Real-Time File Protection subnode.
3. Click the Properties link in the details pane.

The Task settings window opens on the General tab.

4. Inthe Advanced settings section, select the Block hosts showing malicious activity
check box if you want Kaspersky Security to block access to network file resources for hosts
on which malicious activity is detected during the execution of the Real-Time File Protection

task.
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5. Inthe Real-Time File Protection task settings window, click OK.
The newly configured settings are saved.

6. Onthe Overview and management tab in the Management section, click the Start link to

start the Real-Time File Protection task if it is not running.
7. Inthe Kaspersky Security Console tree, expand the Server Control node.
8. Select the Anti-Cryptor subnode.

9. Inthe Management section of the results pane, click the Start button to start the Anti-Cryptor

task if it is not running.
10.In the Kaspersky Security Console tree, expand the Server Control node.
11.Select the Untrusted Hosts Blocking subnode.

12.1n the Management section of the results pane, click the Start button to start the Untrusted
Hosts Blocking task if it is not running.

13.0n the Schedule and Advanced tabs of the Task settings window, configure the task
launch schedule, as required. For example, you can enable task launch by schedule and
specify the launch frequency of the At application launch task if you want the task to run

automatically when the computer is restarted.

The Untrusted Hosts Blocking task is started. If any malicious or encrypting activity is detected on
a host accessing the server, Kaspersky Security blocks access to network file resources for this

host.

Editing the list of untrusted hosts

The list of untrusted hosts contains information about hosts showing malicious or encryption activity
that was detected during execution of the Real-Time File Protection and Anti-Cryptor tasks or that

was blocked during execution of the Untrusted Hosts Blocking task.

If the Untrusted Hosts Blocking task is not running, the list of untrusted hosts contains devices
that show malicious activity or encryption activity, but access to network file resources is not
blocked for such devices.
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You can restore access to network file resources for previously blocked computers or clear the list of

untrusted hosts.

3 To restore access for previously blocked computers or delete computers from the list of
untrusted hosts:

1. Inthe Kaspersky Security Console tree, expand the Server Control node.

N

. Select the Untrusted Hosts Blocking subnode.
3. Inthe details pane, in the Properties section, click the List of untrusted hosts link.
4. Perform one of the following steps:

1 Inthe List of untrusted hosts window that opens, select the hosts for which you want to

restore access, and click the Remove from the list button.

9 Click the Clear entire list to remove hosts from the list of untrusted hosts or restore

access for all blocked hosts.
5. Click OK.

Selected computers are unblocked or deleted from the list of unblocked computers.

Configuring automatic unblocking of
computer access to the server

You can specify the period of time after which blocked computers are automatically unblocked. Such

computers gain access to network file resources.

The default period for blocking computer access to network file resources is 30 minutes. This period

is counted from the date when the computer is blocked.

3 To change the period for blocking computer access to the network file resources:

1. Inthe Kaspersky Security Console tree, expand the Server Control node.
2. Select the Untrusted Hosts Blocking subnode.
3. Click the Properties link in the details pane.

The Task settings window opens on the General tab.
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4. Inthe Host blocking term section, specify the number of days, hours and minutes after
which blocked computers regain access to network file resources after being blocked.

5. Click OK.

The newly configured settings are saved.

Applications Launch Control

This section contains information about the Applications Launch Control task and how to configure it.

In this section

About the Applications Launch CONtrol taSK .............uuuuuuuiriimiiiiiiiiiiiiiiiiiiiiiieeieieeeeeeeeeeeeeeeeaenes 162
About Applications LAaunch CONtrol FUIES...........uuuiiiiiiiiiiiiiiiiiiiiiebiiie e 164
Configuring general Applications Launch Control task Settings ...........cceeviiieiiiiiiiiiiiiie e 166

About the Applications Launch Control task

The Applications Launch Control task protects network servers against malware. The task monitors
user attempts to start programs, and allows or blocks the startup of programs in accordance with the
Applications Launch Control rules (see section "About Applications Launch Control rules" on

page 164) (hereinafter "the rules").

All attempts to start programs are recorded in the task log (see section "About task logs" on
page 278).

The Applications Launch Control task blocks startup of any programs that are prohibited by the
Applications Launch Control rules. You can use Rule Generator for Applications Launch Control

tasks to create allowing rules. You can also create allowing and denying rules manually.
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Applications Launch Control can operate in two modes:

1 Apply Rules. Kaspersky Security uses a set of rules to control the startup of applications that

fall under the scope of the task rules. The scope of the Applications Launch Control task rules
is specified in the settings of this task. If an application falls under the scope of the rules
specified in the task and its settings do not satisfy any of the Applications Launch Control

rules, startup of such an application is blocked.

Startup of applications that do not fall under the scope of the rules specified in the task is

allowed regardless of the Applications Launch Control rule settings.

The Applications Launch Control task cannot be started in Apply Applications Launch
Control rules mode if not a single rule has been created or if the number of rules for one

server exceeds the threshold of 65,535.

Statistics Only. Kaspersky Security does not use Applications Launch Control rules to allow
or deny applications launches, but only records information about applications launches,
about the rules that satisfy running applications and actions that would have been performed
if the task run in Apply Rules mode. Startup of all programs is allowed. This mode is set by
default.

You can use this mode to generate a list of Applications Launch Control rules on the basis of

information recorded in the task log.

If the operating system files fall under the scope of the Application Control task, we recommend
that you make sure that running such applications is allowed by the newly created rules, when

creating Applications Launch Control rules. Otherwise, the operating system may fail to start.

The Applications Launch Control component is available as a part of the following application

solutions: Kaspersky Security Advanced, Kaspersky Security Total, Kaspersky Security for File

Servers, and Kaspersky Security for Storages (see section "About available Kaspersky Security

solutions" on page 40). The component is not available under subscription.
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About Applications Launch Control rules

The operation of Applications Launch Control rules is based on the following components:
1 Type of rule.

Applications Launch Control rules can allow or deny applications launches and are named
allowing or denying rules, accordingly. To create Applications Launch Control allowing rules, you
can use the task of Rule Generator for Applications Launch Control (see section "Creating the
rule application scope in the Rule Generator for Applications Launch Control task" on page 176)

or add allowing rules manually (see section "Adding one rule" on page 186).
9 User and/ or user group.

Applications Launch Control rules control the startup of programs specified in the rule by a

user and / or user group.
I Scope of the rule.

Applications Launch Control rules can be applied to startup of program executable files or
scripts and MSI packages.

9 Rule triggering criterion.

Applications Launch Control rules control the startup of files that satisfy one of the criteria
specified in the rule settings: signed by the specified digital certificate, match the specified

SHA256 hash, or are located at the specified path.

If Digital certificate is set as the rule triggering criterion, the created rule controls the start of
all programs trusted in the operating system. You can set stricter conditions for this criterion

by selecting the check boxes:
1 Use subject.
The check box enables / disables the use of the subject of the digital

certificate as a rule-triggering criterion.

If the check box is selected, the specified subject of the digital certificate is
used as a rule-triggering criterion. The created rule will control the startup of

applications only for the supplier specified in the subject.
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If the check box is cleared, the application will not use the subject of the
digital certificate as the rule triggering criterion. If the Digital certificate
criterion is selected, the created rule will control the startup of applications
signed with a digital certificate containing any subject.

The subject of the digital certificate with which the file is signed can be
specified only from the properties of the selected file using the Set rule
triggering criterion from file properties button located above the Rule

triggering criterion section.
The check box is cleared by default.
1 Usethumb

The check box enables / disables the use of the thumb of the digital

certificate as a rule-triggering criterion.

If the check box is selected, the specified thumb of the digital certificate is
used as a rule-triggering criterion. The created rule will control the startup of

applications signed with a digital certificate with the specified thumb.

If the check box is cleared, the application will not use the thumb of the digital
certificate as the rule triggering criterion. If the Digital certificate criterion is
selected, the application will control the startup of applications signed with a
digital certificate containing any thumb.

The thumb of the digital certificate with which the file is signed can be
specified only from the properties of the selected file using the Set rule
triggering criterion from file properties button located above the Rule

triggering criterion section.

The check box is cleared by default.

Use of a thumb most strictly restricts the triggering of application startup rules based on a digital
certificate because a thumb is a unique identifier of a digital certificate and cannot be forged,
unlike the subject of a digital certificate.

You can specify exceptions for Applications Launch Control rules. Exceptions to Applications
Launch Control rules are based on the same criteria that trigger the rules: digital certificate; SHA256
hash; file path. Exceptions to Applications Launch Control rules can be required to specify allowing
rules: for example, if you want to allow users to start programs from the C:\Windows path, while

blocking startup of the file Regedit.exe.
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If the operating system files fall under the scope of the Application Control task, we recommend

that you make sure that running such applications is allowed by the newly created rules, when

creating Applications Launch Control rules. Otherwise, the operating system may fail to start.

Configuring general Applications Launch
Control task settings

By default, the Applications Launch Control task has the settings described in the table below. You

can change the values of these settings.

Table 27.

Applications Launch Control task settings by default

Setting

Default value

Description

Task
operating

mode

Statistics only. The task logs the
execution of application blocking and
startup events based on the set rules.
Application startup blocking is not

actually executed.

You can select Apply Applications
Launch Control rules for server
protection after the final list of rules is

generated.

Rules usage
scope in the

task

The task controls the startup of
executable files, scripts, and MSI

packets.

You can specify types of files for

which startup is controlled by rules.

KSN Usage

Conclusions on the trusted status of

applications in KSN are not used.

You can use KSN trusted application
conclusions when running an

Applications Launch Control task.

Task launch

schedule

First run is not scheduled.

The Applications Launch Control task
does not start automatically at startup
of Kaspersky Security. You can run
the task manually or configure a

scheduled launch.
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3 To configure general Applications Launch Control task settings take the following steps:

1.

In the Kaspersky Security Console tree, expand the Server Control node.
Select the Applications Launch Control subnode.

In the details pane of the Applications Launch Control node, on the Overview and

management tab click the Properties link.
The Task settings window opens.
Configure the following task settings:

1 Onthe General tab:

I Operating mode of the Applications Launch Control task (see section "Selecting the

operating mode of the Applications Launch Control task" on page 168).

1 Rules usage scope in the task (see section "Generating the scope of the Applications
Launch Control task" on page 169).

I KSN Usage (see section "KSN Usage for Application Launch Control task" on page
171).

9 On the Schedule and Advanced tabs:

9 Scheduled task launch settings (see section "Configuring the task launch schedule

settings" on page 104).
Click OK in the Task settings window.
The modified settings are saved.

In the lower part of the details pane of the Applications Launch Control node, click the

Applications Launch Control rules link.

If required, edit the list of Applications Launch Control rules.

Kaspersky Security immediately applies the new values of settings to the running task.

Information about the date and time when the settings were modified and the values of task

settings before and after modification are saved in the task log.
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Selecting the operating mode of
the Applications Launch Control task

3 To configure the operating mode of the Applications Launch Control task:

1.

5.

In the Kaspersky Security Console tree, expand the Server Control node.

Select the Applications Launch Control subnode.

In the details pane of the Applications Launch Control node, on the Overview and

management tab click the Properties link.

The Task settings window opens on the General tab.

In the Applications Launch Control task mode list, specify the task execution mode.
In this drop-down list you can select an Applications Launch Control task

mode:

1 Apply Rules. Kaspersky Security uses the specified rules to monitor any

applications being run.

9 Statistics Only. Kaspersky Security does not use the specified rules to
monitor applications launches, but just records information about those
launches in the task log instead. All launches are allowed. You can use
this mode to generate a list of Applications Launch Control rules on the

basis of information recorded in the task log.

By default, the Applications Launch Control task runs in Statistics Only

mode.

Clear or select the Apply cache for applications launch control check box.

The check box enables or disables launch control for the second and subsequent attempts to

start applications basing on the information stored in the cache.

If the check box is selected, Kaspersky Security allows or denies an application restart basing on

the conclusion, that the task had submitted on the first launch of this application. For example, if

the first application launch was allowed by the rules, the information about this action will be

stored in the cache, and the second and all subsequent restarts will also be allowed.
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If the check box is cleared, Kaspersky Security analyses an application on its every launch attempt.
The check box is selected by default.
6. Click OK.

The defined settings are saved.

All attempts to start programs are recorded in the task log.

Generating the scope of the Applications
Launch Control task

3 To generate the scope of the Applications Launch Control task take the following steps:

1. Inthe Kaspersky Security Console tree, expand the Server Control node.
2. Select the Applications Launch Control subnode.

3. Inthe details pane of the Applications Launch Control node, on the Overview and

management tab click the Properties link.
The Task settings window opens on the General tab.
4. Inthe Rules usage scope section, specify the following settings:
1 Apply rules to executable files.
The check box enables / disables control over startup of program executable

files.

If this check box is selected, Kaspersky Security allows or blocks startup of
program executable files using the specified rules whose settings specify

Executable files as the scope.

If the check box is cleared, Kaspersky Security does not control startup of
program executable files using specified rules. Startup of program

executable files is allowed.

The check box is selected by default.
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1 Monitor loading of DLL modules.

The check box enables / disables monitoring of DLL modules loading

If this check box is selected, Kaspersky Security allows or blocks downloads
of DLL modules using the specified rules whose settings specify Executable

files as the scope.

If this check box is cleared, Kaspersky Security does not monitor downloads
of DLL modules using the specified rules. Download of DLL modules is

allowed.

The check box is active if the check box Apply rules to executable files is

selected.

The check box is cleared by default.

Monitoring download of DLL modules may affect the operating system performance.

1 Apply rules to scripts and MSI packages.

The check box enables / disables startup of scripts and MSI packages.

If this check box is selected, Kaspersky Security allows or blocks runs of
scripts and MSI packages using the specified rules whose settings specify

Scripts and MSI packages as the scope.

If the check box is cleared, Kaspersky Security does not control startup of
scripts and MSI packages using specified rules. Startup of scripts and MSI

packages is allowed.

The check box is selected by default.

5. Click OK.

The defined settings are saved.
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KSN usage for the Applications Launch
Control task

To start the KSN Usage task, you must accept the KSN Statement.

The KSN Usage task does not start automatically at startup of Kaspersky Security by default.
You can manually run the task (see section "Starting and stopping the KSN Usage task" on
page 152) or schedule its launch (see section "Configuring the KSN Usage task" on page 153).

3 To configure the KSN Usage services in the Applications Launch Control task:

1. Inthe Kaspersky Security Console tree, expand the Server Control node.
2. Select the Applications Launch Control subnode.

3. Inthe details pane of the Applications Launch Control node, on the Overview and

management tab click the Properties link.
The Task settings window opens on the General tab.
4. Inthe KSN Usage section, specify the settings for Kaspersky Security Network services:
9 Deny applications untrusted by KSN.
The check box enables / disables Applications Launch Control according to

their reputation in KSN.

If this check box is selected, Kaspersky Security blocks any applications from
running if they have the untrusted status in KSN. Applications Launch
Control allowing rules that apply to KSN-untrusted applications will not
trigger. Selecting the check box provides additional protection for the

network attached storages from malware.

If the check box is cleared, Kaspersky Security does not take into account
the reputation of KSN-untrusted programs and allows or blocks startup in

accordance with the rules that apply to such programs.

The check box is cleared by default.
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1 Allow applications trusted by KSN.

The check box enables / disables Applications Launch Control according to
their reputation in KSN.

If this check box is selected, Kaspersky Security allows applications to run if
they have KSN-trusted status. Applications Launch Control denying rules
that apply to KSN-trusted programs will not trigger. Selecting this check box
helps to configure the Applications Launch Control rules more precisely; for
example, if the rules blocked startup of programs that have not been

classified as malicious by KSN.

If the check box is cleared, Kaspersky Security does not take into account
the reputation of KSN-trusted programs and allows or blocks startup in

accordance with the rules that apply to such programs.

The check box is cleared by default.

A program's reputation in KSN has a higher priority than the Applications Launch Control
rules that apply to programs being started. For example, if a program has trusted status
in KSN and falls under the scope of a blocking rule, but the Allow applications trusted
by KSN check box is selected, startup of the program is allowed.

91 Specify users and/or user groups for which startup of KSN-trusted programs is allowed.

To do this, perform the following actions:

a. Click the Edit button.

The standard Microsoft Windows Select users or groups window opens.

b. Specify the list of users and/or user groups.
c. Click OK.

5. Click OK in the Task settings window.

The defined settings are saved.
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Rule Generator for Applications Launch
Control

This section contains information about the Rule Generator for Applications Launch Control task and

how to configure it.

In this section

About the Rule Generator for Applications Launch Control task............ccccoevvvviieeiiceeiiiiiiinnnnnn. 173

Configuring the Rule Generator for Applications Launch Control task ................ccceeeeeiieeniiinnn, 174

About the Rule Generator for Applications
Launch Control task

The task for Rule Generator for Applications Launch Control can automatically create a list of
allowing Applications Launch Control rules based on the specified file types from the specified
folders. For example, if you specify executable files from the folder C:\Program Files (x86) as the
task settings, the application automatically generates rules to allow startup of these files. The
application will subsequently allow startup of programs for which allowing rules were automatically

generated.

The generated rules are displayed in the window via the Applications Launch Control rules link in

the Applications Launch Control node.
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Configuring the Rule Generator for
Applications Launch Control task

The Rule Generator for Applications Launch Control task has the default settings described in the

table below. You can change the values of these settings.

Table 28. Default Rule Generator for Applications Launch Control task settings

Setting Default value Description

Prefix for rule names | Identical to the name of the You can change the prefix for names
computer on which Kaspersky of allowing rules.
Security is installed.

Scope of allowing The scope of allowing rules You can change the protection scope
rules includes the following file by adding or removing the paths to
categories by default: folders and specifying file types for

1 Files with the EXE extension which launch is allowed by

located in the folders automatically generated rules. Also,

C:\Windows, & :\Program Files you can ignore running applications

(x86) and & \Program Files when creating allowing rules.

1 MSI packages stored in the
C:\Windows folder

1 Scripts stored in the
C:\Windows folder

The task also creates rules for
all running applications,
regardless of their location and

format.
Criteria for A digital certificate subject and You can use the SHA256 hash when
generation of thumb are used; rules are generating allowing rules.
allowing rules generated for all users and

You can select a user and group of

roups of users. . :
group users for which allowing rules need to

be automatically generated.
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Setting Default value Description

Actions upon task Allowing rules are added to the | You can add rules to existing ones

completion list of Applications Launch without merging them and without
Control rules; new rules are deleting duplicated rules, or replace
merged with existing ones; existing rules with new allowing rules,
duplicated rules are deleted. or configure export of allowing rules to

a file.
Task launch settings | The task is started under a You can allow startup of the Rule
with permissions system account. Generator for Applications Launch

Control task through a system
account or through the permissions of
a specified user.

Task launch First run is not scheduled. The Rule Generator for Applications
schedule Launch Control task does not run
automatically at Kaspersky Security
startup. You can run the task manually

or configure a scheduled launch.

3 To configure the Rule Generator for Applications Launch Control task take the following
steps:

1. Inthe Kaspersky Security Console tree, expand the Server Control node.
2. Select the Rule Generator for Applications Launch Control subnode.

3. Inthe details pane of the Rule Generator for Applications Launch Control node, click the

Properties link.
The Task settings window opens. Configure the following settings:

1 On the General tab:
1 Specify a prefix for rule names.

First part of a rule name. The second part of the name of the rule is formed

from the name of the object for which startup is allowed.

The default prefix is the name of the computer on which Kaspersky Security

is installed.
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9 Configure the scope of application of allowing rules (see section "Creating the rule
application scope in the Rule Generator for Applications Launch Control task” on
page 176).

1 Onthe Actions tab, specify the actions that must be performed by Kaspersky Security:

I When generating rules (see section "Actions when automatically generating allowing
rules" on page 177).

I On task completion (see section "Actions on completion of Rule Generator for

Applications Launch Control" on page 180).
1 Onthe Schedule and Advanced tabs:

I Scheduled task launch settings (see section "Configuring the task launch schedule
settings" on page 104).

9 Onthe Run as tab:

1 Task launch settings with account permissions (see section "Specifying a user

account for running a task" on page 108).
4. Click OK.

Kaspersky Security immediately applies the new values of settings to the running task.
Information about the date and time when the settings were modified and the values of task

settings before and after modification are saved in the task log.

Creating the rule application scope in the Rule
Generator for Applications Launch Control task

3 To configure general settings for the Rule Generator for Applications Launch Control task:

1. Inthe Kaspersky Security Console tree, expand the Server Control node.

2. Select the Rule Generator for Applications Launch Control subnode.

3. Inthe details pane of the Rule Generator for Applications Launch Control node, click the

Properties link.

The Task settings window opens on the General tab.
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4. Configure the following task settings:
1 Create allowing rules based on running applications.

This check box enables / disables Rule Generator for Applications Launch
Control of Applications Launch Control for applications that are already
running. This option is recommended if the computer has a template set of
applications based on which you want to create allowing rules.

If this check box is selected, allowing rules for Applications Launch Control

are generated in accordance with running applications.

If this check box is cleared, the running applications are not taken into

account when generating allowing rules.
The check box is selected by default.

This check box cannot be cleared if none of the folders are selected in the

Create allowing rules for applications from the folders table.
1 Create allowing rules for applications from the folders.

You can use the table to select or specify scan areas for the task and the
types of executable files to be taken into account when creating Applications
Launch Control rules. The task will generate allowing rules for files of

selected types that are located in the specified folders.
5. Click OK.

The defined settings are saved.

Actions when automatically generating allowing
rules

3 To configure the actions to be taken by Kaspersky Security during execution of the Rule
Generator for Applications Launch Control task:

1. Inthe Kaspersky Security Console tree, expand the Server Control node.

2. Select the Rule Generator for Applications Launch Control subnode.
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In the details pane of the Rule Generator for Applications Launch Control node, click the

Properties link.

The Task settings window opens on the General tab.

Open the Actions tab.

In the While generating allowing rules section, configure the following settings:
1 Use digital certificate.

If this option is selected, the presence of a digital certificate is specified as
the rule-triggering criterion in the settings of the newly generated allowing
rules for Applications Launch Control. The application will now allow startup
of programs launched using files with a digital certificate. This option is
recommended if you want to allow the startup of any applications that are

trusted in the operating system.
This option is selected by default.
1 Use digital certificate subject and thumbprint.

The check box enables or disables the use of the subject and thumbprint of
the file's digital certificate as the criterion for triggering the allowing rules for
Applications Launch Control. Selecting this check box lets you specify

stricter digital certificate verification conditions.

If this check box is selected, the subject and thumbprint values of the digital
certificate of files for which the rules are generated are set as the criterion for
triggering the allowing rules for Applications Launch Control. Kaspersky

Security will allow applications that are launched using files with a thumbprint

and a digital certificate specified.

Selecting this check box strongly restricts the triggering of allowing rules
based on a digital certificate because a thumbprint is a unique identifier of a

digital certificate and cannot be forged.

If this check box is cleared, the existence of any digital certificate that is
trusted in the operating system is set as the criterion for triggering the

allowing rules for Applications Launch Control.
This check box is active if the Use digital certificate option is selected.

The check box is selected by default.
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1 If the certificate is missing, use.

Dropdown list that allows you to select the criterion for triggering the allowing
rules for Applications Launch Control if the file, which is used to generate the

rule, has no digital certificate.

I SHA256 hash. The checksum value of the file, which is used to generate
the rule, is set as the criterion for triggering the allowing rule for
Applications Launch Control. The application will allow startup of

programs launched using files with the specified checksum.

9 Path to file. The path to the file, which is used to generate the rule, is set
as the criterion for triggering the allowing rule for Applications Launch
Control. The application will now allow startup of applications launched
using files located in the folders specified on the Folders for selection
tab in the Create allowing rules for applications from the folders

table.
1 Use SHA256 hash.

If this option is selected, the checksum value of the file, which is used to
generate the rule, is specified as the rule-triggering criterion in the settings of
the newly generated allowing rules for Applications Launch Control. The
application will allow startup of programs launched using files with the

specified checksum value.
1 Generate rules for a user and / or group of users.

Field that displays a user and / or group of users. The application will monitor

any applications run by the specified user and / or group of users.

The default selection is All.
6. Click OK.

The defined settings are saved.
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Actions on completion of Rule Generator
for Applications Launch Control

3

To configure the actions to be taken by Kaspersky Security after execution of the Rule
Generator for Applications Launch Control task:

1. Inthe Kaspersky Security Console tree, expand the Server Control node.

N

. Select the Rule Generator for Applications Launch Control subnode.

3. Inthe details pane of the Rule Generator for Applications Launch Control node, click the

Properties link.
The Task settings window opens on the General tab.
4. Open the Actions tab.
5. Inthe After task completes section, configure the following settings:
1 Add allowing rules to the list of Applications Launch Control rules.

The check box enables / disables adding newly generated allowing rules to
the list of Applications Launch Control rules. The list of Applications Launch
Control rules is displayed when you click the Applications Launch Control

rules link in the details pane of the Applications Launch Control node.

If this check box is selected, Kaspersky Security adds the rules that were
generated by the Rule Generator for Applications Launch Control task to the
list of Applications Launch Control rules according to the adding principle that

has been set.

If this check box is cleared, Kaspersky Security does not add the newly
generated allowing rules to the list of Applications Launch Control rules. The

generated rules are only exported to file.
The check box is selected by default.

The check box cannot be selected if the Export allowing rules to file check

box has not been selected.
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1 Principle of adding.

Dropdown list used to specify the method of adding newly generated
allowing rules to the list of Applications Launch Control rules.

I Add to existing rules. The rules are added to the list of existing rules.

Rules with identical settings are duplicated.
1 Replace existing rules. The rules replace the existing rules in the list.

I Merge with existing rules. The rules are added to the list of existing
rules. Rules with identical parameters are not added; the rule is added if

at least one rule parameter is unigue.

By default, the Merge with existing rules method is selected.

1 Export allowing rules to file.

The check box enables / disables export of allowing rules for Applications
Launch Control to a file.

If the check box is selected, Kaspersky Security exports the allowing rules to
the file specified in the field below on completion of the Rule Generator for
Applications Launch Control task.

If this check box is cleared, Kaspersky Security does not export the
generated allowing rules to file when the Rule Generator for Applications
Launch Control task is completed, but only adds them to the list of

Applications Launch Control rules.
The check box is cleared by default.

The check box cannot be selected if the Add allowing rules to the list of

Applications Launch Control rules check box has not been selected.

9 Add server details to file name.
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The check box enables or disables adding information about the protected
server to the name of the destination file for export of allowing rules of

Applications Launch Control.

If this check box is selected, the application adds the protected server name

and the file creation date and time to the name of the export file.



If the check box is cleared, the application does not add information about
the protected server to the name of the export file.

The check box is active if the Export allowing rules to file check box is

selected.
The check box is selected by default.
6. Click OK.

The defined settings are saved.

Managing Applications Launch Control
rules

You can perform the following actions with the Applications Launch Control rules:

]

Manually add Applications Launch Control rules.
1 Import Applications Launch Control allowing rules from a configuration file:
9 fill in the list of rules using the Rule Generator for Applications Launch Control task;

9 fillin the list of rules using the Applications Launch Control task running in Statistics only

mode.
91 Delete Applications Launch Control rules.
9 Export Applications Launch Control rules to a configuration file.

1 Check the selected files for the existence of Applications Launch Control rules that are

triggered when the files are executed.

1 Filter Applications Launch Control rules based on the specified criterion.

In this section
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Deleting Applications Launch Control rules

3 To delete an Applications Launch Control rules:

1.

o

In the Kaspersky Security Console tree, expand the Server Control node.

Select the Applications Launch Control subnode.

In the lower part of the details pane of the Applications Launch Control node, click the

Applications Launch Control rules link.

The Applications Launch Control rules window opens.

In the list, select one or several rules that you want to delete.

. Click the Remove selected button.

The selected Applications Launch Control rules are deleted.

Exporting Applications Launch Control rules

3 To export Applications Launch Control rules to a configuration file:

1.

6.

In the Kaspersky Security Console tree, expand the Server Control node.

Select the Applications Launch Control subnode.

In the lower part of the details pane of the Applications Launch Control node, click the

Applications Launch Control rules link.

The Applications Launch Control rules window opens.

Click the Export to a file button.

The standard Microsoft Windows window opens.

In the window that opens, specify the file to which you want to export the rules. If no such file
exists, it will be created. If a file with the specified name already exists, its contents will be

rewritten after the rules are exported.

Click the Save button.

The rule settings are saved in the specified file.
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Testing Applications Launch Control rules

Before applying the configured Applications Launch Control rules, you can test any application for
rules triggering to determine the rules that control launch of the selected applications.

Kaspersky Security denies applications whose launch is not controlled by a single rule by default. To

avoid launch denying of important programs you need to create allowing rules.

If the application launch is controlled by several rules of different types, denying rules are given priority

for such application: the application launch is to be denied if comes under one denying rule at least.
3 To test Applications Launch Control rules take the following steps:

1. Inthe Kaspersky Security Console tree, expand the Server Control node.

2. Select the Applications Launch Control subnode.

3. Inthe lower part of the details pane of the Applications Launch Control node, click the

Applications Launch Control rules link.
The Applications Launch Control rules window opens.

4. In the window that opens, click the Show rules for the file button.
The standard Microsoft Windows window opens.

5. Select the file whose startup you want to test.

The path to the specified file is displayed in the search field. The list contains all rules found that

will be triggered at startup of the selected file.

Filling the list of Applications Launch
Control rules

You can fill the list of Applications Launch Control rules in Kaspersky Security Console by using two
different methods:
1 Manually add rules one by one and configure their settings.

9 Import lists of rules in XML files generated during execution of the Applications Launch

Control task or the Rule Generator for Applications Launch Control task.
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In this section
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Importing rules from an XML file

You can import lists of Applications Launch Control rules from XML files that are automatically
generated during execution of the Applications Launch Control task or the Rule Generator for
Applications Launch Control task. Lists contained in XML files can only be used to create
Applications Launch Control allowing rules.

Applications Launch Control denying rules are created manually.
Use of areport for the Rule Generator for Applications Launch Control task

The XML file generated upon completion of a Rule Generator for Applications Launch Control task
contains the application startup allowing rules that were specified when configuring the settings for
the task when it is started. No rules will be created for applications that are not allowed to start in the

specified task settings, and their startup will be blocked by default.

You can configure automatic import of the generated rules into the list of rules for the Applications

Launch Control task.
Using the task report for the applications launch control

The XML file obtained upon completion of the Applications Launch Control task is generated based

on statistics from the performance of the task in Statistics Only mode.

During execution of this task, Kaspersky Security registers all denied and allowed startups of
applications on the protected server. You can generate allowing rules based on task events and
export them to an XML file. Before starting the task in statistics mode, you need to configure the task
execution period so that all possible operating scenarios of the protected server are executed and at

least one restart of the server occurs during the specified time interval.
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3 To generate rules basing on the Applications Launch Control task events for Statistics
Only mode,

press the Generate rules based on events button in the Applications Launch Control task log.

XML files containing lists of allowing rules are created based on an analysis of tasks started on

the protected server. In order to account for all utilized applications on the network when

generating lists of rules, you are advised to start up the Rule Generator for Applications Launch

Control task and the Applications Launch Control task in statistics mode on a template machine.

You can use rules lists generated after the analysis of the applications launched on a template

machine for configuring server control policy settings in Kaspersky Security Center and applying

the generated allowing rules for all the network servers (see section "Generating Applications

Launch Control rules for all servers in Kaspersky Security Center" on page 366).

Adding onerule

3 To add an Applications Launch Control rule:

1.

In the Kaspersky Security Console tree, expand the Server Control node.
Select the Applications Launch Control subnode.

In the lower part of the details pane of the Applications Launch Control node, click the

Applications Launch Control rules link.
The Applications Launch Control rules window opens.
Press the Add button.
In the context menu of the button, select Add one rule.
The Rule settings context window opens.
Define the following settings:

a. Inthe Name field, enter the name of the rule.

b. Inthe Type dropdown list, select the rule type:
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Allowing if you want the rule to allow startup of programs in accordance with the

criteria specified in the rule settings.

Denying if you want the rule to block startup of programs in accordance with the

criteria specified in the rule settings.

In the Scope dropdown list, select the type of files whose startup will be controlled by

the rule;

Executable files if you want the rule to control startup of program executable files.

Scripts and MSI packages if you want the rule to control startup of scripts and MSI
packages.

In the User and/or user group field, specify the users who will be allowed & not
allowed to start programs based on the type of rule. To do this, perform the following

actions:

I. Click the Browse button.

ii. The standard Microsoft Windows Select user or groups window opens.
iii. Specify the list of users and/or user groups.

iv. Click OK.

If you want to take the values of the rule-triggering criteria listed in the Rule

triggering criterion section from a specific file:
i. Click the Set rule triggering criterion from file properties button.
The standard Microsoft Windows Open window opens.

ii. Select the file and click OK.

The values of criteria from the file are displayed in fields of the Rule triggering criterion
section. The criterion for which data are available in the file properties is selected by
default.
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In the Rule triggering criterion section, select one of the following options:
Digital certificate if you want the rule to control startup of programs launched using
files signed with a digital certificate:

9 Select the Use subject check box if you want the rule to control startup of files

signed with a digital certificate only with the specified header.

1 Select the Use thumb check box if you want the rule to control startup of files

signed with a digital certificate only with the specified thumb.

SHA256 hash if you want the rule to control startup of programs launched using files

whose checksum matches the one specified.

Path to file if you want the rule to control startup of programs launched using files
located at the specified path.

If you want to add rule exceptions:

I. Inthe Exclusions from rule section, click the Add button.

The Exclusion from rule window opens.

ii. Inthe Name field, enter the name of the rule exception.

iii. Specify the settings for exclusion of application run files from the Applications
Launch Control rule. You can complete the settings fields from the file properties
by clicking the Set exclusion based on file properties button.

Digital certificate

If this criterion is selected, the application excludes from the rule programs

launched using files signed by a digital certificate.
This criterion is the default option.
I Use subject

The check box enables / disables the use of the subject of the digital

certificate as a criterion for excluding files from the rule.

If the check box is selected, the specified subject of the digital certificate is
used as a criterion for excluding files from the rule. The application excludes

from the rule files signed with a digital certificate only with this subject.
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If the check box is cleared, the specified subject of the digital certificate is not
used as a criterion for excluding files from the rule. If the Digital certificate
criterion is selected, the application excludes from the rule files signed with a
digital certificate with any subject.

The subject of the digital certificate with which the file is signed can be
specified only from the properties of the selected file using the Create

exclusion based on file properties button.
The check box is cleared by default.
1 Use thumb

The check box enables / disables the use of the thumb of the digital

certificate as a criterion for excluding files from the rule.

If the check box is selected, the specified thumb of the digital certificate is
used as a criterion for excluding files from the rule. The application excludes

from the rule files signed with a digital certificate only with this thumb.

If the check box is cleared, the specified thumb of the digital certificate is not
used as a criterion for excluding files from the rule. If the Digital certificate
criterion is selected, the application excludes from the rule files signed with a

digital certificate with any thumb.

The thumb of the digital certificate with which the file is signed can be
specified only from the properties of the selected file using the Create

exclusion based on file properties button.

The check box is cleared by default.

1 SHAZ256 hash

If this criterion is selected, the application excludes from the rule programs

launched using a file with the specified checksum.

The checksum can be specified only from the properties of the selected file

using the Create exclusion based on file properties button.



1 Path to file

If this criterion is selected, the application excludes programs launched using
files located at the specified path.

I. Click OK.
ii. If necessary, repeat items (i)-(iv) to add additional exclusions.
7. Click OK in the Rule settings window.

The created rule is displayed in the list in the Applications Launch Control rules window.

Importing rules from an XML file

3

To import Applications Launch Control rules:

1. Inthe Kaspersky Security Console tree, expand the Server Control node.
2. Select the Applications Launch Control subnode.

3. Inthe details pane of the Applications Launch Control node, click the Applications

Launch Control rules link.
The Applications Launch Control rules window opens.
4. Press the Add button.
5. In the context menu of the button, select Import rules from file.
6. Specify the method for adding the imported rules. To do so, select one of the options from the

context menu of the Import rules from file button:

1 Add to existing rules if you want to add the imported rules to the list of existing ones.

Rules with identical settings are duplicated.
1 Replace existing rules if you want to replace the existing rules with the imported ones.

1 Merge with existing rules if you want to add the imported rules to the list of existing
ones. Rules with identical parameters are not added; the rule is added if at least one rule

parameter is unique.

The standard Microsoft Windows Open window opens.
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7. Inthe Open window, select the XML file that contains the settings of the Applications Launch
Control rules.

8. Click the Open button.

The imported rules will be displayed in the list of the Applications Launch Control rules

window.

Anti-Cryptor

This section contains information about the Anti-Cryptor task and how to configure it.

In this section
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About the Anti-Cryptor task

The Anti-Cryptor task blocks access to the server for the hosts showing encryption activity.

You can block access for hosts when using Anti-Cryptor if the Untrusted Hosts Blocking task is

running.

If malicious activity is detected on a host while the Anti-Cryptor task is running, Kaspersky Security

blocks the host's access to network file resources for 30 minutes.

The Anti-Cryptor task does not block access to network file resources until the host's activity is
identified as malicious. This can take some time, during which the encryption program can

conduct malicious activity.

If the Untrusted Hosts Blocking task is not running, Kaspersky Security adds the host that showed

malicious activity to the list of untrusted hosts.
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The Anti-Cryptor component is available as part of the following application solutions: Extended

Kaspersky Security, Kaspersky Security Total, Kaspersky Security for File Servers, and Kaspersky

Security for Data Storage Systems (see section "About available Kaspersky Security solutions" on

page 40). The component is not available under subscription.

Anti-Cryptor task statistics

If the Anti-Cryptor task is running, you can view real-time information about the number of objects

processed by Kaspersky Security since the task was started up till now (i.e., task execution

statistics).

3 To view Anti-Cryptor task statistics:

1. Inthe Kaspersky Security Console tree, expand the Server Control node.

2. Select the Anti-Cryptor subnode.

Current task statistics are displayed on the Overview and management tab of the details pane

in the Statistics section.

You can view information about objects processed by Kaspersky Security since the task was started

(see the table below).

Table 29. Anti-Cryptor task statistics

Field

Description

Encrypting malware

detected

Number of programs that accessed the network-attached
storage and identified by Kaspersky Security as showing

encryption activity.

Processing errors

Number of application requests to the network-attached storage

area that resulted in a task error.

Objects processed

Total number of requests processed by Kaspersky Security.
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Configuring Anti-Cryptor task settings

The Anti-Cryptor task has the following default settings:

9 Protection scope. Kaspersky Security applies the Anti-Cryptor task to all shared network
folders on the server by default. You can change the protection scope by specifying shared

folders to which the task will apply.

1 Heuristic analyzer. The default level of scanning detail applied by Kaspersky Security is
Medium. You can enable or disable Heuristic Analyzer, and regulate the level of scanning
detail.

1 Scheduled task launch. By default, the first run is not scheduled. The Anti-Cryptor task
does not run automatically at startup of Kaspersky Security. You can run the task manually or
configure a scheduled launch.

3 To configure Anti-Cryptor task settings take the following steps:

1. Inthe Kaspersky Security Console tree, expand the Server Control node.

N

. Select the Anti-Cryptor subnode.

w

. Click the Properties link in the details pane of the Anti-Cryptor node.

The Task settings window opens.

H

In the window that opens, configure the following settings:
1 Onthe General tab:
9 The protection scope (see section "Creating the protection scope” on page 194).
9 Use of the Heuristic Analyzer (see section "Using the Heuristic Analyzer" on page 196).
f Onthe Schedule and Advanced tabs:
I Scheduled task launch settings (see section "Configuring the task launch schedule
settings" on page 104).

5. Click OK.

Kaspersky Security immediately applies the new values of settings to the running task.
Information about the date and time when the settings were modified and the values of task

settings before and after modification are saved in the task log.
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Creating protection scope

The following types of protection scope are applied in the Anti-Cryptor task:

1 Predefined. You can use the protection scope installed by default which includes all shared
server network folders in the scan. Applied if the All shared network folders on server
setting is selected.

I User. You can manually configure the protection scope by selecting the folders that need to
be included in the encryption protection scope. Applied if the Only specified shared folders

setting is selected.

3 To configure a protection scope for the Anti-Cryptor task:

1. Inthe Kaspersky Security Console tree, expand the Server Control node.

N

. Select the Anti-Cryptor subnode.

w

. Click the Properties link in the details pane of the Anti-Cryptor node.
The Task settings window opens on the General tab.

4. Inthe Protection scope section, select the folders that Kaspersky Security will scan during

execution of the Anti-Cryptor task:
9 All shared network folders on server.

If this option is selected, during execution of the Anti-Cryptor task Kaspersky

Security scans all shared server network folders.

This option is selected by default.
1 Only specified shared folders.

If this option is selected, during execution of the Anti-Cryptor task Kaspersky
Security scans only the shared server network folders that you specified

manually.

a. Click the Add button and select Add protection scope to specify the
shared folders on the server that you want to include in the encryption
protection scope.

b. In the window that opens, click the Browse button.
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5.

The standard Microsoft Windows window opens.

c. Select the folder that you want to add to the protection scope of the task.
d. Click OK.

e. If required, repeat steps Gd to add more folders.

The Add protection scope button is active if the Only specified shared folders

setting is selected.

Click OK.

The defined settings are saved.

When using either a predefined or user protection scope, you can exclude selected folders from the

protection scope, for example, if data in these folders is encrypted by programs installed on remote

devices.

3 To add exceptions from the encryption protection scope take the following steps:

1.

In the Kaspersky Security Console tree, expand the Server Control node.
Select the Anti-Cryptor subnode.

Click the Properties link in the details pane of the Anti-Cryptor node.
The Task settings window opens on the General tab.

In the Protection scope section, click the Add button.

Select Add exclusion from protection to specify the shared folders on the server that you

want to exclude from the encryption protection scope.

In the window that opens, click the Browse button.

The standard Microsoft Windows window opens.

. Select the folder that you want to exclude from the protection scope of the task.

Click OK.
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9.

If required, repeat steps 4-8 to add more exceptions.

You can also include or exclude manually added folders from the protection scope by
selecting or clearing the check boxes opposite these folders.

10. Select the Allow for excluded protection scope check box.

The check box enables or disables the inclusion of the list of exceptions
specified in the protection scope settings in the Anti-Cryptor task.

If the check box is selected, folders excluded from the protection scope are
taken into account during execution of the task.

If the check box is cleared, specified exceptions from the protection scope
are not taken into account during execution of the task.

The check box is cleared by default.

11.Click OK.

The modified settings are saved.

Using the Heuristic Analyzer

In the Anti-Cryptor task, you can apply Heuristic Analyzer and customize the level of analysis.

3 To enable or disable the Heuristic Analyzer:

1.

In the Kaspersky Security Console tree, expand the Server Control node.
Select the Anti-Cryptor subnode.
Click the Properties link in the details pane.

The Task settings window opens on the General tab.

. Clear or select the Use Heuristic Analyzer check box.
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5. If necessary, adjust the level of analysis using the slider.

6. Click OK.

The slider allows you to adjust the heuristic analysis level. The scanning
intensity level sets the balance between the thoroughness of searches for
threats, the load on the operating system's resources and the time required

for scanning.
The following scanning intensity levels are available:

9 Light. Heuristic analyzer performs fewer operations found inside
executable files. The probability of threat detection in this mode is

somewhat lower. Scanning is faster and less resource-intensive.

1 Medium. Heuristic Analyzer performs the number of instructions found

within executable files recommended by the experts of Kaspersky Lab.
This level is selected by default.

1 Deep. Heuristic analyzer performs more operations found in executable
files. The probability of threat detection in this mode is higher. The scan
uses up more system resources, takes more time, and can cause a

higher number of false alarms.

The slider is available if the Use Heuristic Analyzer check box is selected.

The newly configured settings are applied.
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On-Demand Scan

This section provides information about On-Demand Scan tasks. This section also provides
instructions on how to configure On-Demand Scan tasks and manage the security settings of a

protected server.

In this section
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About On-Demand Scan tasks

Kaspersky Security runs a single scan of the specified area for viruses and other computer security

threats. Kaspersky Security scans server files and RAM and also startup objects.
Kaspersky Security provides four system tasks of On-Demand Scan:

I The Scan at Operating System Startup task is performed every time Kaspersky Security
starts. Kaspersky Security scans boot sectors and master boot records of hard and
removable drives, system memory, and memory of processes. Every time Kaspersky
Security runs the task, it creates a copy of non-infected boot sectors. If at the next task launch

it detects a threat in those sectors, it replaces them with the backup copy.
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1 By default, the Critical Areas scan task is performed weekly by schedule. Kaspersky Security
scans objects in critical areas of the operating system: startup objects, boot sectors and
master boot records of hard and removable drives, system memory and memory of
processes. It scans files in the system folders, for example, in %windir%\system32.
Kaspersky Security applies security settings the values of which correspond to the
Recommended level (see section "Selecting predefined security levels for On-Demand
Scan tasks" on page 217). You can modify the settings of the Critical Areas scan task.

1 Quarantine Scan task is executed by default according to the schedule after every databases

update. The Quarantine Scan task settings cannot be modified.

1 The Application Integrity Control task is performed every time Kaspersky Security starts
running. It provides the option of checking Kaspersky Security modules for damage or
modification. The application installation folder is checked. The task execution statistics
contain information about the number of modules checked and corrupted. The values of the
task settings are defined by default and cannot be edited. The values of the task launch
schedule settings can be edited.

Additionally custom On-Demand Scan tasks can be created. For example you can create a task for

scanning public access folders on the server.
Kaspersky Security may run several On-Demand Scan tasks at the same time.

Components implemented in On-Demand Scan tasks are available as part of the following
application solutions: Standard Kaspersky Security, Basic Kaspersky Security, Extended Kaspersky
Security, Kaspersky Security Total, Kaspersky Security for File Servers, and Kaspersky Security for

Data Storage Systems (see section "About available Kaspersky Security solutions" on page 40).

On-Demand Scan task statistics

While the On-Demand Scan task is being executed, you can view information about the number of

objects processed by Kaspersky Security since it was started until the current moment.

This information remains available even if the task is paused. You can view the task statistics in the
task log (see the section "Viewing statistics and information of a Kaspersky Security task using logs"

on page 280).
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After each on-demand scan task finish, it is recommended to process the events appeared in the

task log on the Events tab manually.

3 To view the statistics of an On-Demand Scan task, take the following steps:

1. Inthe Console tree, expand the On-Demand Scan node.

2. Select the On-Demand Scan task whose statistics you want to view.

Task statistics are displayed on the Overview and management tab of the details pane of the

node in the Statistics section.

The following information can be viewed about objects processed by Kaspersky Security since it was

started until the current moment (see the table below).

Table 30. On-Demand Scan task statistics

Field

Description

Detected

Number of objects detected by Kaspersky Security. For example, if
Kaspersky Security detects one software program in five files, the value

in this field increases by one.

Infected and other

objects detected

Number of objects that Kaspersky Security found and classified as
infected or number of found legitimate software files, which were not
excluded from the real-time protection and on-demand tasks scope and

were classified as riskware.

Probably infected

objects detected

Number of objects found by Kaspersky Security to be probably infected.

Objects not Number of objects which Kaspersky Security did not disinfect for the
disinfected following reasons:

1 the type of detected object cannot be disinfected;

1 an error occurred during disinfection.
Objects not The number of objects that Kaspersky Security attempted to quarantine

guarantined

but was unable to do so, for example, due to insufficient disk space.

On-Demand Scan

200




Field

Description

Objects not The number of objects that Kaspersky Security attempted but was

removed unable to delete, because, for example, access to the object was
blocked by another application.

Objects not The number of objects in the protection scope that Kaspersky Security

scanned failed to scan because, for example, access to the object was blocked by
another application.

Objects not The number of objects the copies of which Kaspersky Security

backed up attempted to save in Backup but was unable to do so, for example, due

to insufficient disk space.

Processing errors

Number of objects whose processing resulted in an error.

Objects disinfected

Number of objects disinfected by Kaspersky Security.

Moved to

guarantine

Number of objects quarantined by Kaspersky Security.

Moved to Backup

The number of object copies that Kaspersky Security saved to Backup.

Objects removed

Number of objects deleted by Kaspersky Security.

Password-protected

objects

Number of objects (archives, for example) that Kaspersky Security

missed because they were password protected.

Corrupted objects

The number of objects skipped by Kaspersky Security as their format

was corrupted.

Objects processed

Total number of objects processed by Kaspersky Security.
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Configuring On-Demand Scan task
settings

By default On-Demand Scan tasks have the settings described in the table below. You can configure

system and user On-Demand Scan tasks.

Table 31. On-Demand Scan task settings

Setting Value How to set
Scan scope Applied in system and custom You can change the scan scope. The
tasks: protection scope cannot be configured for

f Scan at Operating System the Quarantine Scan and Application

Startup: the entire server, Integrity Control system tasks.
excluding shared folders and

autorun objects

1 Critical Areas Scan: the entire
server, excluding shared folders
and certain operating system

files

1 Custom On-Demand Scan tasks:

the entire server

Security Common settings for the entire For nodes selected in the server file
settings scan scope correspond to the resources tree, you can:

security level Recommended. 1 select a different pre-defined security

level;
1 manually change security settings.

You can save a set security settings for a
selected node as a template to use later

for a different node.
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Setting

Value

How to set

Heuristic

Analyzer

It is used with the Medium
analysis level for Critical Areas
Scan, Scan at Operating System

Startup, and custom tasks.

It is used with the Deep analysis
level for the Quarantine Scan

task.

The Heuristic Analyzer can be enabled or
disabled and the analysis level configured.
The Quarantine Scan task analysis level

cannot be configured.

The Heuristic Analyzer is not used in the

Application Integrity Control task.

Trusted zone

Used

RemoteAdmin remote
administration utilities are
excluded if you selected Add
objects using a
not-a-virusRemoteAdmin*
mask to exclusions list when

installing Kaspersky Security.

General list of exclusions which can be

used in selected tasks.

KSN Usage Used You can improve your computer's
protection using the Kaspersky Security
Network infrastructure of cloud services.

Task launch The task is started under a You can edit launch settings with account

settings with

system account.

permissions for all system and user

permissions On-Demand Scan tasks, except
Quarantine Scan and Application Integrity
Control tasks.

Run in Not applied You can configure the priority level of

background On-Demand Scan tasks.

mode (low

priority)

Task launch Applied in system tasks: You can configure the settings of

schedule scheduled startup of the task.

1 Scan at Operating System
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Setting Value How to set

Startup - At application launch
1 Critical Areas Scan - Weekly

1 Quarantine Scan - After

application database update

1 Application Integrity Control - At

application launch

Not used in newly created

custom tasks.

Registering The server protection status is You can configure settings for registering
scan updated weekly after the Critical the execution of the Critical Areas Scan in
execution and | Areas Scan is performed. the following ways:
updating 1 Edit the settings of the Critical Areas Scan
server task launch schedule
protection

¢ Edit the protection scope of the Critical
status

Areas Scan task

1 Create user On-Demand Scan tasks

3 To configure an On-Demand Scan task, take the following steps:

1. Expand the On-Demand Scan node in the Kaspersky Security Console tree.
2. Select the subnode that corresponds to the task that you want to configure.

3. Inthe details pane of the node on the Overview and management tab, click the Properties
link.

The Task settings window opens. Configure the following task settings:
1 On the General tab:

9 Using the Heuristic Analyzer (see page 206).

T Running the task in the background mode (see section "Running background

On-Demand Scan task" on page 207).
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1 KSN Usage (on page 208).

1 Applying a trusted zone (see section "Enabling and disabling the use of the trusted
zone in Kaspersky Security tasks" on page 94).

9 Registering the execution of the Critical Areas Scan (see page 209).
1 Onthe Schedule and Advanced tabs:

I Scheduled task launch settings (see section "Configuring the task launch schedule
settings" on page 104).

9 Onthe Run as tab:

1 Task launch settings with account permissions (see section "Specifying a user
account for running a task" on page 108).

4. Click OK in the Task settings window.
The modified settings are saved.

5. If required, in the details pane of the selected node, open the Scan scope settings tab.
Do the following:

91 Inthe server file resources tree, select the nodes that you want to include in the scan

scope.

91 Select one of the predefined security levels (see section "Selecting predefined security
levels for On-Demand Scan tasks" on page 217) or configure the scan settings manually

(see section "Configuring security settings manually" on page 220).
6. Inthe context menu of the name of the selected task, select Save task.

Kaspersky Security immediately applies the new values of settings to the running task.
Information about the date and time when the settings were modified and the values of task

settings before and after modification are saved in the task log.
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Using the Heuristic Analyzer

3 To configure the Heuristic Analyzer:

1. Expand the On-Demand Scan node in the Kaspersky Security Console tree.
2. Select the subnode that corresponds to the task that you want to configure.
3. Click the Properties link in the details pane.

The Task settings window opens on the General tab.
4. Clear or select the Use Heuristic Analyzer check box.
5. If necessary, adjust the level of analysis using the slider.

The slider allows you to adjust the heuristic analysis level. The scanning
intensity level sets the balance between the thoroughness of searches for
threats, the load on the operating system's resources and the time required

for scanning.
The following scanning intensity levels are available:

9 Light. Heuristic analyzer performs fewer operations found inside
executable files. The probability of threat detection in this mode is

somewhat lower. Scanning is faster and less resource-intensive.

I Medium. Heuristic Analyzer performs the number of instructions found

within executable files recommended by the experts of Kaspersky Lab.
This level is selected by default.

1 Deep. Heuristic analyzer performs more operations found in executable
files. The probability of threat detection in this mode is higher. The scan
uses up more system resources, takes more time, and can cause a

higher number of false alarms.

The slider is available if the Use Heuristic Analyzer check box is selected.
6. Click OK.

Configured task settings are applied immediately to the running task. If the task is not running,

the modified settings are applied at next startup.
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Running background On-Demand Scan task

By default the processes in which Kaspersky Security tasks are executed are assigned the base
priority Medium (Normal).

The process that will run an On-Demand Scan task can be assigned Low priority. Demoting the
process priority increases the time required to execute the task, but may have a beneficial effect on

the execution speed of the processes of other active programs.

Multiple background tasks can be running in a single working process with low priority. You can
specify the maximum number of processes to background On-Demand Scan tasks.
3 To change the priority of an On-Demand Scan task, take the following steps:

1. Expand the On-Demand Scan node in the Kaspersky Security Console tree.
2. Select the subnode that corresponds to the task whose priority you want to modify.
3. Click the Properties link in the details pane of the selected node.
The Task settings window opens on the General tab.
4. Select or clear the Perform task in background mode check box.

The check box modifies the priority of the task.

If the check box is selected, the task priority in the operating system is
reduced. The operating system provides resources for performing the task
depending on the load on the CPU and the server file system from other
Kaspersky Security tasks and applications. As a result, task performance will

slow down during increased loads and will speed up at lower loads.

If the check box is cleared, the task will start and run with the same priority as
the other Kaspersky Security tasks and other applications. In this case, the

speed of task execution increases.

The check box is cleared by default.
5. Click OK.

Configured task settings are saved and applied immediately to the running task. If the task is not

running, the modified settings are applied at next startup.
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KSN Usage

To start the KSN Usage task, you must accept the KSN Statement.

The KSN Usage task does not start automatically at startup of Kaspersky Security by default.
You can manually run the task (see section "Starting and stopping the KSN Usage task" on
page 152) or schedule its launch (see section "Configuring the KSN Usage task" on page 153).

3 To configure the KSN Usage in On-Demand Scan tasks:

1.

5.

Expand the On-Demand Scan node in the Kaspersky Security Console tree.

. Select the subnode that corresponds to the task that you want to configure.

In the details pane of the node on the Overview and management tab, click the Properties
link.

The Task settings window opens on the General tab.
Select or clear the Use KSN for protection check box.
This check box enables / disables the use of Kaspersky Security Network

(KSN) cloud services in the task.

If the check box is selected, the application uses data received from KSN
services to ensure a faster response time by the application to new threats

and reduce the likelihood of false positives.

If the check box is cleared, the Real-Time File Protection task does not use

KSN service.

The check box is selected by default.

Click OK.

Configured task settings are saved and applied immediately to the running task. If the task is not

running, the modified settings are applied at next startup.
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Registering the execution of the Critical
Areas Scan

By default, the server protection status is displayed in the details pane of the Kaspersky Security

node and is updated weekly after the Critical Areas Scan task is performed.

The time of the server protection status update is linked to the On-demand task schedule in whose

settings the Consider task as critical areas scan check box is selected. The check box is selected

only for the Critical Areas Scan task and cannot be modified.

You can relink the On-Demand Scan task to the server protection status only from Kaspersky

Security Center.

3 To configure server protection status registration using the Critical Areas Scan system

task:

1. Expand the On-Demand Scan node in the Kaspersky Security Console tree.

2. Select the Critical Areas Scan subnode.

3. Inthe details pane of the node on the Overview and management tab, click the Properties
link.
The Task settings window opens on the General tab.

4. Onthe Schedule and Advanced tabs, configure the task launch schedule.

5. Click OK in the Task settings window.

6. Inthe details pane of the Critical Areas Scan node, open the Scan scope settings tab.

7. Inthe server file resources tree, select the folders that you want to assign “critical areas"
status to.

8. Select the predefined security level or configure settings for manually selecting files to be
scanned.

9. In the context menu of the task name, select Save task.

Configured settings are saved; the server protection status in the details pane of the Kaspersky

Security node is updated according to the Critical Areas Scan task launch schedule.
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